Puppet ile Dagitim

Puppet, nerede calistirilirsa calistirilsin tim yazilimlarinizi otomatik olarak denetlemenizi, teslim
etmenizi, calistirmanizi ve gelecede hazirlamanizi saglayan acik kaynakli bir yazilim aracidir. Bircok
Unix benzeri sistemde ve Microsoft Windows'ta calisir ve sistem yapilandirmasini tanimlamak icin
kendi beyan dilini icerir. Kullanimi ¢cok basittir ve Wazuh'u kolayca kurmaniza ve yapilandirmaniza
olanak tanir.
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Puppet Master't Kurma

Bu boliim puppet-master'in nasil kurulacagini aciklar . Resmi kurulum kilavuzunu kontrol etmek icin
bu baglantiy! takip edin .

DNS yapilandirmaniz yoksa, ad ¢6zimlemesi icin hosts dosyanizi kullanmalisiniz. Dosyayi
dlzenleyin /etc/hostsve asagidakileri ekleyin:

[puppet master ip] puppet puppet-master
[puppet agent ip] puppet-agent

CentOS/RHEL/Fedora'ya Kurulum

Puppet yum deposunu ve ardindan “puppetserver” paketini yukleyin. Linux dagitiminiz icin puppet

deposunu yuklemek icin gereken dogru rpm dosyasini bulmak icin bu dizine bakin. Ornegin, CentOS
8 veya RHEL 8 icin Puppet 7'yi yuklemek icin asagidakileri yapin:

sudo rpm -Uvh https://yum.puppet.com/puppet7-release-el-8.noarch.rpm

yum -y install puppetserver

YUkIU ikili dosya ile varsayilan ikili dosyaniz arasinda sembolik bir baglanti olusturun:

In -s /opt/puppetlabs/bin/puppet /bin
In -s /opt/puppetlabs/server/bin/puppetserver /bin

Debian/Ubuntu'ya Kurulum

Manifest, wazuh'u kurmak icin asagidaki sirimleri destekler.

e Debian : 7 (hiriltili), 8 (jessie), 9 (stretch), 10 (buster), 11 (boga go6zU), 12 (kitap kurdu)

e Ubuntu : 12.04 (Hassas Pangolin), 14.04 (GUvenilir Tahr), 15.04 (Canh Vervet), 15.10
(Kurnaz Kurtadam), 16.04 (Xenial Xerus), 16.10 (Yakkety Yak), 18.04 (Biyonik Kunduz),
20.04 (Focal Fossa), 22.04 (Recel Denizanasi)

Kurun curlve :apt-transport-httpsisb-release


https://puppet.com/docs/puppetserver/latest/install_from_packages.html
https://yum.puppetlabs.com/
https://yum.puppetlabs.com/

apt-get update

apt-get install curl apt-transport-https Isb-release wget

Uygun Puppet apt deposunu ve ardindan “puppetserver” paketini ytkleyin. Linux dagitiminiz icin
Puppet 7 deposunu yuklemek Uzere dogru deb dosyasini bulmak icin https://apt.puppetlabs.com

adresine bakin.

wget https://apt.puppet.com/puppet7-release-focal.deb
dpkg -i puppet7-release-focal.deb
apt-get update

apt-get install -y puppetserver

YUkla ikili dosya ile varsayilan ikili dosyaniz arasinda sembolik bir baglanti olusturun:

In -s /opt/puppetlabs/bin/puppet /bin

In -s /opt/puppetlabs/server/bin/puppetserver /bin

Bellek Tahsisi

Varsayilan olarak, Puppet Server 2 GB RAM kullanacak sekilde yapilandirilacaktir. Ancak, bir VM'de
Puppet Server ile denemeler yapmak istiyorsaniz, guvenli bir sekilde 512 MB kadar az bellek tahsis
edebilirsiniz. Puppet Server bellek tahsisini degistirmek icin, asagidaki init yapilandirma dosyasini
didzenleyebilirsiniz.

e /etc/sysconfig/puppetserver-- CentOS/RHEL/Fedora
e /etc/default/puppetserver-- Debian/Ubuntu

Degiskendeki 2g'yi JAVA_ARGSPuppet Server'a tahsis etmek istediginiz bellek miktariyla degistirin.

Ornegin, 1 GB bellek tahsis etmek icin ; kullanin . 512 MB icin .JAVA_ARGS="-Xms1lg -Xmx1g"
JAVA ARGS="-Xms512m -Xmx512m"

Yapilandirma

/etc/puppetlabs/puppet/puppet.confPuppet sunucusunu yapilandirmak icin dosyayi dizenleyin . [main]
Bolime asagidaki ayarlar ekleyin. Bolim yoksa, bélimi olusturmaniz gerekir. Kendi DNS'inizi
kurduysaniz puppetve yerine puppet-masterTam Nitelikli Alan Adlarinizi (FQDN'ler) koyun.


https://apt.puppetlabs.com/
https://apt.puppetlabs.com/

[main]
server = puppet-master

dns_alt_names = puppet, puppet-master

Not: Yapilandirma dosyasinda bulursaniz templatedir=$confdir/templates, 0 satiri silin. Kullanim
disi birakildi.

Ubuntu/Debian makineleri icin, puppetserver baslamazsa. puppetserver dosyasini dizenleyin,
/etc/default/puppetserver. Bellek boyutunu 1G veya 512MB olarak degistirmek icin asagidaki satir
degistirin:

JAVA_ARGS="-Xms512m -Xmx512m -Djruby.logger.class=com.puppetlabs.jruby_utils.jruby.SIf4jLogger"

Daha sonra Puppet Server'inizi baslatin:

Systemd
systemctl start puppetserver

systemctl enable puppetserver

systemctl status puppetserver

SysV Baslatma

service puppetserver start

update-rc.d puppetserver



Puppet Agent Yukleme

Bu boéliimde puppet-agent'in nasil kurulacagi anlatiilmaktadir . Resmi kurulum kilavuzunu kontrol
etmek icin bu baglantiyi takip edin .

Puppet Server'inizda yaptiginiz gibi, Puppet deposunu da araci sisteminize apt
yUklediginizi varsaylyoruz .yum

DNS yapilandirmaniz yoksa, ad c6zimlemesi icin hosts dosyanizi kullanmalisiniz.

Dosyayi duzenleyin /etc/hostsve Puppet ana makinesinin ve aracisinin IP adresini ve ana bilgisayar

adini ekleyin:Bu basliga kalici baglanti

[puppet master ip] puppet puppet-master
[puppet agent ip] puppet-agent

CentOS/RHEL/Fedora'ya Kurulum

Puppet yum deposunu ve ardindan "puppet-agent" paketini yUkleyin. Linux dagitiminiz i¢in puppet

deposunu yiiklemek icin gereken dogru rpm dosyasini bulmak icin bu dizine bakin. Ornegin, CentOS
7 veya RHEL 7 icin Puppet 7'yi yuklemek icin asagidakileri yapin:

sudo rpm -Uvh https://yum.puppet.com/puppet7-release-el-8.noarch.rpm

yum -y install puppet-agent

YUkla ikili dosya ile varsayilan ikili dosyaniz arasinda sembolik bir baglanti olusturun:

In -s /opt/puppetlabs/bin/puppet /bin

Debian/Ubuntu'ya Kurulum

Manifest, wazuh'u kurmak icin asagidaki stirimleri destekler.

e Debian : 7 (hiriltili), 8 (jessie), 9 (stretch), 10 (buster), 11 (boga g6zU), 12 (kitap kurdu)
e Ubuntu : 12.04 (Hassas Pangolin), 14.04 (GUvenilir Tahr), 15.04 (Canli Vervet), 15.10
(Kurnaz Kurtadam), 16.04 (Xenial Xerus), 16.10 (Yakkety Yak), 18.04 (Biyonik Kunduz),


https://puppet.com/docs/puppet/6.4/install_agents.html
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/setup-puppet/install-puppet-agent.html#installation-on-windows
https://yum.puppetlabs.com/
https://yum.puppetlabs.com/

20.04 (Focal Fossa), 22.04 (Recel Denizanasi)

Kurun curlve :apt-transport-httpsisb-release

apt-get update

apt-get install curl apt-transport-https Isb-release wget

Uygun Puppet apt deposunu ve ardindan “puppet-agent” paketini ytkleyin. Linux dagitiminiz icin
puppet deposunu yuklemek Gzere dogru deb dosyasini bulmak icin https://apt.puppetlabs.com

adresine bakin.

wget https://apt.puppet.com/puppet7-release-focal.deb
dpkg -i puppet7-release-focal.deb

apt-get update

apt-get install -y puppet-agent

YUklu ikili dosya ile varsayilan ikili dosyaniz arasinda sembolik bir baglanti olusturun:

In -s /opt/puppetlabs/bin/puppet /bin

Windows'a Kurulum

1. Windows puppet-agent paketini indirin.
Bu paket Puppet'in tim 6én kosullarini bir araya getiriyor.

Not: Bu, Puppet 7.16 surim aracisi icin pakettir. Baska bir pakete ihtiyag

duyulursa, tim paketlerin indirilebildigi resmi dizine gidin.

2. Puppet't kurun.
1. Windows GUIl'yi kullanma:

e GUIl'yi yUkseltilmis ayricaliklarla calistirin.

e Kurulum sirasinda Puppet sizden Puppet ana sunucunuzun ana bilgisayar adini
ister.

e Ana bilgisayara baglanmayacak bagimsiz Puppet digumleri icin varsayilan ana
bilgisayar adini ( puppet ) kullanin. Ayrica komut satirina yliklemek ve araci


https://apt.puppetlabs.com/
https://apt.puppetlabs.com/
https://downloads.puppetlabs.com/windows/puppet5/puppet-agent-5.1.0-x86.msi
https://downloads.puppetlabs.com/windows/puppet7/

baslatma modunu Devre Disi olarak ayarlamak isteyebilirsiniz .
e Kurulum tamamlandiktan sonra Puppet kurulmus ve calisir hale gelecektir.

2. Komut satirini kullanarak:

msiexec /gn /norestart /i puppet-agent-<VERSION>-x64.msi

istege bagli olarak, kurulumun ilerlemesini bir dosyaya kaydetmeyi belirtebilirsiniz .
Ayrica, Puppet'l kurarken dnceden yapilandirmak icin ¢esitli MSI 6zelliklerini
ayarlayabilirsiniz./I*v install.txt

Araci Yapilandirmasi

Puppet aracisini yapilandirmak icin digimdeki yapilandirma dosyasini dizenleyin.

e /etc/puppetlabs/puppet/puppet.confLinux sistemleri icin
e C:\ProgramData\PuppetLabs\puppet\etc\puppet.confWindows sistemleri icin

serverAyarl dosyanin bélimune ekleyin [main]. Kendi DNS'inizi ayarladiysaniz, puppet-masterPuppet
sunucunuzun Tam Nitelikli Alan Adi (FQDN) ile degistirin.

[main]

server = puppet-master

Not: Puppet sunucusunun FQDN'si Puppet araci ana bilgisayari tarafindan ¢cézulmelidir.

Puppet hizmetini yeniden baslatin ve durumunu kontrol edin:

puppet resource service puppet ensure=running enable=true

sudo systemctl status puppet



Puppet Sertifikalarinin
Kurulumu

Bir sertifika olusturmak ve imzalamak icin asagidaki adimlari izleyin:

1. Puppet aracisinda, bos bir sertifika olusturmak icin su komutu calistirin:

puppet agent -t

2. Puppet sunucu tarafinda, onaylanmasi gereken mevcut sertifikalari listeleyin:

puppetserver ca list
DUgUum ana bilgisayar adinizi iceren bir liste ciktisi vermelidir.

3. Sertifikayi onaylayin ve bunu pending-agent-nodearacinizin dugum adiyla degistirin:

puppetserver ca sign --certname pending-agent-node

TUm sertifikalar bununla onaylanabilir:

puppetserver ca sign --all

4. Puppet araci digimune geri donin ve puppet aracisini tekrar calistirin:

puppet agent -t

Not: Basaril bir sertifika imzalama icin 6zel ag DNS'inin 6n kosul oldugunu unutmayin.



Wazuh Modulunu Kurun

Bu modul Nicolas Zin tarafindan yazilmis ve Jonathan Gazeley ve Michael Porter tarafindan
guncellenmistir. Wazuh, onu suirdirme amaciyla catallamistir. Katkilarindan dolayi yazarlara
tesekklr ederiz.

Wazuh Modulunu Kurun

Puppet Forge'dan Wazuh modulinu indirin ve kurun:

puppet module install wazuh-wazuh --version 4.9.2

Output

Notice: Preparing to install into /etc/puppetlabs/code/environments/production/modules ...
Notice: Downloading from https://forgeapi.puppet.com ...
Notice: Installing -- do not interrupt ...
/etc/puppetlabs/code/environments/production/modules
L+ wazuh-wazuh (v4.9.2)

— puppet-nodejs (v7.0.1)

— puppet-selinux (v3.4.1)

— puppetlabs-apt (v7.7.1)

F puppetlabs-concat (v6.4.0)

| L— puppetlabs-translate (v2.2.0)

— puppetlabs-firewall (v2.8.1)

F— puppetlabs-powershell (v4.1.0)

| L— puppetlabs-pwshlib (v0.10.1)

L— puppetlabs-stdlib (v6.6.0)

Bu modul Wazuh aracisini ve ydneticisini kurar ve yapilandirir.

Puppet Araciligiyla Bir Yigin Kurun

Tek DGGUm


https://github.com/wazuh/wazuh-puppet

Tek dUgumlu bir yi1gini dagitmak icin asagida goésterilen bildirimi kullanabilirsiniz. Bu yigin
sunlardan olusur:

Wazuh gdsterge paneli
Wazuh dizinleyici
Wazuh yodneticisi
Dosyabeat

Asagidaki icerikle stack.ppdosyayi olusturun :/etc/puppetlabs/code/environments/production/manifests/

e puppet-aio-node: Puppet aracisinin ana bilgisayar adi veya IP adresi.
e puppet-server: Wazuh moduli kuruldugunda Puppet sunucusunun ana bilgisayar adi veya IP
adresi.

$discovery_type = 'single-node’

stage { 'certificates": }

stage { 'repo": }

stage { 'indexerdeploy': }

stage { 'securityadmin': }

stage { 'dashboard": }

stage { 'manager": }

Stage[certificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] -> Stage[

Exec {

timeout => 0,

}

node "puppet-server" {

class { 'wazuh::certificates':
indexer_certs => [['node-1','127.0.0.1'1],
manager_certs => [['master','127.0.0.1'1],
dashboard_certs =>['127.0.0.1'],
stage => certificates,

}

b

node "puppet-aio-node" {

class { 'wazuh::repo':

stage => repo,

}

class { 'wazuh::indexer":
stage => indexerdeploy,

}

class { 'wazuh::securityadmin':

stage => securityadmin

}

class { 'wazuh::manager":
stage => manager,

}

class { 'wazuh::filebeat_oss":
stage => manager,

}

class { 'wazuh::dashboard":
stage => dashboard,



Coklu Dugum

Asagidaki coklu digum bildirimini kullanarak, asagidaki digumlerden olusan dagitilmis bir yigini ¢
farkli sunucuya veya Sanal Makineye (VM) dagitabilirsiniz.

e 3 dizinleyici dugimu
e Yonetici ana dagimu
e YOnetici isci dugimau
e Pano digumua

Her uygulamay! yiklediginiz sunucularin IP adreslerini mutlaka eklemelisiniz.

$nodelhost ='<WAZUH_INDEXER_NODE1_IP_ADDRESS>'
$node2host = '<WAZUH_INDEXER_NODE2_IP_ADDRESS>'
$node3host ='<WAZUH_INDEXER_NODE3_IP_ADDRESS>'

$masterhost = '<WAZUH_MANAGER_MASTER_IP_ADDRESS>'
$workerhost ='<WAZUH_MANAGER_WORKER IP_ADDRESS>'
$dashboardhost = '<WAZUH_DASHBOARD _IP_ADDRESS>'
$indexer_nodel name = 'nodel’
$indexer_node2_name = 'node2’
$indexer_node3_name = 'node3’
$master_name = 'master’
$worker_name = 'worker’
$cluster_size = '3
$indexer_discovery_hosts = [$nodelhost, $node2host, $node3host]
$indexer_cluster_initial_master_nodes = [$nodelhost, $node2host, $node3host]
$indexer_cluster CN = [$indexer_nodel name, $indexer_node2_name, $indexer_node3_name]
# Define stage for order execution
stage { 'certificates": }
stage { 'repo": }
stage { 'indexerdeploy": }
stage { 'securityadmin': }
stage { 'dashboard": }
stage { 'manager": }
Stagelcertificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] -> Stage[
Exec {
timeout => 0,
}
node "puppet-server" {
class { 'wazuh::certificates":
indexer_certs => [["$indexer_nodel_name","$nodelhost" ],["$indexer_node2_name","$node2host" ],["$indexer_
manager_master_certs => [["$master_name","$masterhost"]],
manager_worker_certs => [["$worker_name","$workerhost"]],
dashboard certs => ["$dashboardhost"],
stage => certificates



class { 'wazuh::repo":

stage => repo

}

}

node "puppet-wazuh-indexer-nodel" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_nodel name",
indexer_network_host => "$nodelhost",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster _initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster CN,
stage => indexerdeploy

}

class { 'wazuh::securityadmin':

indexer_network_host => "$nodelhost",

stage => securityadmin

}

}

node "puppet-wazuh-indexer-node2" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_node2 name",
indexer_network_host => "$node2host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster_initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-indexer-node3" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_node3_name",
indexer_network_host => "$node3host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster _initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster_CN => $indexer_cluster_CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-manager-master" {

class { 'wazuh::repo":



stage => repo

}

class { 'wazuh::manager":
ossec_cluster_name => 'wazuh-cluster’,
ossec_cluster_node_name => 'wazuh-master’,
ossec_cluster_node_type => 'master’,
ossec_cluster_key => '01234567890123456789012345678912",
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster_nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss":
filebeat_oss_indexer_ip => "$nodelhost",
wazuh_node_name => "$master_name",
stage => manager

}

}

node "puppet-wazuh-manager-worker" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::manager":
ossec_cluster_name => 'wazuh-cluster’,
ossec_cluster_node_name => 'wazuh-worker’,
ossec_cluster_node_type => 'worker’,
ossec_cluster_key => '01234567890123456789012345678912",
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster_nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss":
filebeat_oss_indexer_ip => "$nodelhost",
wazuh_node _name => "$worker_name",
stage => manager

}

}

node "puppet-wazuh-dashboard" {

class { 'wazuh::repo":

stage => repo,

}

class { 'wazuh::dashboard":
indexer_server_ip => "$nodelhost",
manager_api_host => "$masterhost",
stage => dashboard

}

}

Manifest'te aciklanan kukla digumlerinin IP adresleriyle olan iliskisi su sekildedir:

e puppet-wazuh-indexer-nodel= nodelhost. Wazuh indeksleyici nodel.



e puppet-wazuh-indexer-node2= node2host. Wazuh indeksleyici node2.
e puppet-wazuh-indexer-node3= node3host. Wazuh indeksleyici node3.
e puppet-wazuh-manager-master= masterhost. Wazuh ydnetici ustasi.
e puppet-wazuh-manager-worker= workerhost. Wazuh yoénetici isci.

e puppet-wazuh-dashboard= dashboardhost. Wazuh panosu diguimu.

Sinifin , Wazuh modulinin kurulu oldugu wazuh::certificatesPuppet sunucusunda ( puppet-server)
uygulanmasi gerekir. Bu, arsiv modulinin Wazuh yigin dagitimindaki tim sunuculara dosyalar
dagitmak icin kullanilmasi nedeniyle gereklidir.

Daha fazla Wazuh dizinleyici digimune ihtiyaciniz varsa, yeni degiskenler ekleyin. Ornegin
indexer_node4_nameVve node4host. Bunlari asagidaki dizilere ekleyin:

indexer_discovery_hosts

indexer_cluster_initial_master_nodes

e indexer_cluster CN

indexer_certs

puppet-wazuh-indexer-node2 Ek olarak, veya benzeri yeni bir digim 6rnegi eklemeniz gerekir puppet-
wazuh-indexer-node3. Wazuh dizinleyici nodel 6rneginin aksine, bu érnekler . calistirmaz securityadmin.

Bir Wazuh yoOnetici calisan sunucusu eklemeniz gerekirse, . gibi yeni bir degisken ekleyin worker2host
. Degiskeni diziye ekleyin manager worker certs. Ornegin, ['worker',"$worker2host"]. Ardindan, digim
Oornegini puppet-wazuh-manager-workeryeni sunucuyla cogaltin.

Dosyay! /etc/puppetlabs/code/environments/production/manifests/Puppet master'iniza yerlestirin. Belirtilen
didgimde runinterval, ayarlandigi gibi, zaman puppet.confgectikten sonra yirttalar. Ancak, bildirimi
belirli bir digimde hemen calistirmak istiyorsaniz, digimde asagidaki komutu ¢alistirin:

puppet agent -t

Wazuh Kullanicilari Icin Sifreyi
Degistir

Wazuh kullanici parolalarinizi degistirmek icin Parola Yonetimi bolimundeki talimatlari izleyin .
Parolalar degistirdikten sonra, Wazuh Stack'i dagitmak icin kullanilan siniflar icinde yeni parolalari
ayarlayin.


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/sifre-yonetimi

Dizinleyici Kullanicilari

e adminkullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard":
dashboard password => '<sNEW_PASSWORD>'
}
}

e kibanaserverkullanici:

node "puppet-agent.com" {
class { 'wazuh::filebeat_oss":

filebeat_oss_elastic_password => '<NEW_PASSWORD>'
}
¥

Wazuh API Kullanicilarn

e wazuh-wuikullanicr:

node "puppet-agent.com" {
class { 'wazuh::dashboard":

dashboard_wazuh_api_credentials => '<NEW_PASSWORD>'
}
}

Puppet Araciligiyla Wazuh Agent
Yukleyin

iste bir manifesto érnedi wazuh-agent.pp(litfen <MANAGER_IP_ADDRESS>Yy®éneticinizin IP adresiyle
degistirin).

node "puppet-agent.com" {
class { 'wazuh::repo':
}
class { "wazuh::agent":
wazuh_register_endpoint => "<MANAGER_IP_ADDRESS>",



wazuh_reporting_endpoint => "<MANAGER _IP_ADDRESS>"

}
}

DosyayiI Puppet ana makinenize yerlestirin ve belirtilen digimde ayarlanan zamandan
/etc/puppetlabs/code/environments/production/manifests/sonra yurttulecektir . Ancak, énce calistirmak
istiyorsaniz, Puppet aracisinda asagidaki komutu deneyin.runintervalpuppet.conf

puppet agent -t

Referans Wazuh Kuklasi

Bolumler

Wazuh yoénetici sinifi

Wazuh ajan sinifi

Degiskenler

Uyarilar

Yetkili

Kime

Kiresel

Yerel dosya
K6k kontrolt
Sistem kontrolu
Syslog ciktisi
Guvenlik AgigI Tespiti
Wazuh API
Wodle sorgusu

Wodle Sistem Toplayicisi

Cesitli

Aktif Tepki

Acente kaydi

istemci ayarlari
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https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#reference-wazuh-manager-class
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-alerts
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-authd
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-cluster
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-global
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-localfile
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-rootcheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-syscheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-syslog-output
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-vuln-detection
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wazuh-api
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wodle-osquery
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wodle-syscollector
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-misc
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-email-alert
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-command
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-ar
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#reference-wazuh-agent-class
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-ar
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-enroll
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-client
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-localfile
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-rootcheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-sca
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-syscheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-wodle-osquery
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-wodle-syscollector
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-misc

Puppet Araciligiyla Bir Yigin
Kurun

Bu moddul Nicolas Zin tarafindan yazilmis ve Jonathan Gazeley ve Michael Porter tarafindan

guncellenmistir. Wazuh, onu sidrdirme amaciyla ¢atallamistir. Katkilarindan dolayi yazarlara
tesekkur ederiz.

Wazuh Modulunu Kurun

Puppet Forge'dan Wazuh modulunu indirin ve kurun:

puppet module install wazuh-wazuh --version 4.9.2

Output

Notice: Preparing to install into /etc/puppetlabs/code/environments/production/modules ...
Notice: Downloading from https://forgeapi.puppet.com ...
Notice: Installing -- do not interrupt ...
/etc/puppetlabs/code/environments/production/modules
L+ wazuh-wazuh (v4.9.2)

— puppet-nodejs (v7.0.1)

— puppet-selinux (v3.4.1)

— puppetlabs-apt (v7.7.1)

F puppetlabs-concat (v6.4.0)

| L— puppetlabs-translate (v2.2.0)

— puppetlabs-firewall (v2.8.1)

F puppetlabs-powershell (v4.1.0)

| L— puppetlabs-pwshlib (v0.10.1)

L— puppetlabs-stdlib (v6.6.0)

Bu modul Wazuh aracisini ve yOneticisini kurar ve yapilandirir.

Puppet Araciligiyla Bir Yigin Kurun

Tek Dugum


https://github.com/wazuh/wazuh-puppet

Tek dUgumlu bir yi1gini dagitmak icin asagida goésterilen bildirimi kullanabilirsiniz. Bu yigin
sunlardan olusur:

Wazuh gdsterge paneli
Wazuh dizinleyici
Wazuh yodneticisi
Dosyabeat

Asagidaki icerikle stack.ppdosyayi olusturun :/etc/puppetlabs/code/environments/production/manifests/

e puppet-aio-node: Puppet aracisinin ana bilgisayar adi veya IP adresi.
e puppet-server: Wazuh moduli kuruldugunda Puppet sunucusunun ana bilgisayar adi veya IP
adresi.

$discovery_type = 'single-node’

stage { 'certificates": }

stage { 'repo": }

stage { 'indexerdeploy': }

stage { 'securityadmin': }

stage { 'dashboard": }

stage { 'manager": }

Stage[certificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] -> Stage[

Exec {

timeout => 0,

}

node "puppet-server" {

class { 'wazuh::certificates':
indexer_certs => [['node-1','127.0.0.1'1],
manager_certs => [['master','127.0.0.1'1],
dashboard_certs =>['127.0.0.1'],
stage => certificates,

}

b

node "puppet-aio-node" {

class { 'wazuh::repo':

stage => repo,

}

class { 'wazuh::indexer":
stage => indexerdeploy,

}

class { 'wazuh::securityadmin':

stage => securityadmin

}

class { 'wazuh::manager":
stage => manager,

}

class { 'wazuh::filebeat_oss":
stage => manager,

}

class { 'wazuh::dashboard":
stage => dashboard,



Coklu Dugum

Asagidaki coklu digum bildirimini kullanarak, asagidaki digumlerden olusan dagitilmis bir yigini ¢
farkli sunucuya veya Sanal Makineye (VM) dagitabilirsiniz.

e 3 dizinleyici dugimu
e Yonetici ana dagimu
e YOnetici isci dugimau
e Pano digumua

Her uygulamay! yiklediginiz sunucularin IP adreslerini mutlaka eklemelisiniz.

$nodelhost ='<WAZUH_INDEXER_NODE1_IP_ ADDRESS>'
$node2host = '<WAZUH_INDEXER_NODE2_IP_ADDRESS>'
$node3host = '<WAZUH_INDEXER_NODE3_IP_ADDRESS>'

$masterhost = '<WAZUH_MANAGER_MASTER IP_ADDRESS>'
$workerhost = '<WAZUH_MANAGER_WORKER IP_ADDRESS>'

$dashboardhost = '<WAZUH_DASHBOARD _IP_ADDRESS>'

$indexer_nodel_name = 'nodel’

$indexer_node2_name = 'node2’

$indexer_node3_name = 'node3’

$master_name = 'master’

$worker_name = 'worker"

$cluster_size = '3'

$indexer_discovery_hosts = [$nodelhost, $node2host, $node3host]
$indexer_cluster_initial_master_nodes = [$nodelhost, $node2host, $node3host]
$indexer_cluster CN = [$indexer_nodel name, $indexer_node2 name, $indexer_node3 name]
Define stage for order execution

stage { 'certificates': }

stage { 'repo": }

stage { 'indexerdeploy": }

stage { 'securityadmin': }

stage { 'dashboard": }

stage { 'manager": }

Stagelcertificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] ->
Stage[dashboard]

Exec {



timeout => 0,

}

node "puppet-server" {

class { 'wazuh::certificates":
indexer_certs => [["$indexer_nodel name","$nodelhost" ],["$indexer_node2 name","$node2host"

1.["$indexer_node3 _name","$node3host" ]],
manager_master_certs => [["$master_name","$masterhost"]],
manager_worker_certs => [["$worker_name","$workerhost"]],
dashboard _certs => ["$dashboardhost"],
stage => certificates

}

class { 'wazuh::repo":

stage => repo

}

}

node "puppet-wazuh-indexer-nodel" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_nodel name",
indexer_network_host => "$nodelhost",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster_initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster_CN,
stage => indexerdeploy

}

class { 'wazuh::securityadmin':

indexer_network_host => "$nodelhost",

stage => securityadmin

}

}

node "puppet-wazuh-indexer-node2" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":

indexer_node_name => "$indexer_node2 name",



indexer_network_host => "$node2host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery hosts => $indexer_discovery_hosts,
indexer_cluster_initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-indexer-node3" {

class { 'wazuh::repo':

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_node3 name",
indexer_network_host => "$node3host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster_initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster_CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-manager-master" {

class { 'wazuh::repo':

stage => repo

}

class { 'wazuh::manager":
ossec_cluster_ name => 'wazuh-cluster,
ossec_cluster_node_name => 'wazuh-master’,
ossec_cluster_node_type => 'master’,
ossec_cluster_key => '01234567890123456789012345678912",
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster_nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss':
filebeat_oss_indexer_ip => "$nodelhost",

wazuh_node_name => "$master_ name",



stage => manager

}

}

node "puppet-wazuh-manager-worker" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::manager":
ossec_cluster_name => 'wazuh-cluster’,
ossec_cluster_node_name => 'wazuh-worker',
ossec_cluster_node_type => 'worker’,
ossec_cluster_key =>'01234567890123456789012345678912',
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster_nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss":
filebeat_oss_indexer_ip => "$nodelhost",
wazuh_node_name => "$worker_name",
stage => manager

}

}

node "puppet-wazuh-dashboard" {

class { 'wazuh::repo":

stage => repo,

}

class { 'wazuh::dashboard':
indexer_server_ip => "$nodelhost",
manager_api_host => "$masterhost",
stage => dashboard

}

}

Manifest'te aciklanan kukla digUmlerinin IP adresleriyle olan iliskisi su sekildedir:
e puppet-wazuh-indexer-nodel= nodelhost. Wazuh indeksleyici nodel.

puppet-wazuh-indexer-node2 = node2host. Wazuh indeksleyici node2.
e puppet-wazuh-indexer-node3= node3host. Wazuh indeksleyici node3.

e puppet-wazuh-manager-master= masterhost. Wazuh ydnetici ustasi.



e puppet-wazuh-manager-worker= workerhost. Wazuh yoénetici isci.
e puppet-wazuh-dashboard= dashboardhost. Wazuh panosu digimu.

Sinifin , Wazuh modulinUn kurulu oldugu wazuh::certificatesPuppet sunucusunda ( puppet-server)
uygulanmasi gerekir. Bu, arsiv modulinin Wazuh yigin dagitimindaki tim sunuculara dosyalari
dagitmak icin kullanilmasi nedeniyle gereklidir.

Daha fazla Wazuh dizinleyici dugimine ihtiyaciniz varsa, yeni degiskenler ekleyin. Ornegin
indexer_node4_nameVve node4host. Bunlari asagidaki dizilere ekleyin:

e indexer_discovery_hosts

indexer_cluster _initial_master_nodes

indexer_cluster_CN

e indexer_certs

puppet-wazuh-indexer-node2 Ek olarak, veya benzeri yeni bir digim 6rnegi eklemeniz gerekir puppet-
wazuh-indexer-node3. Wazuh dizinleyici nodel 6rneginin aksine, bu érnekler . calistirmaz securityadmin.

Bir Wazuh yonetici calisan sunucusu eklemeniz gerekirse, . gibi yeni bir degisken ekleyin worker2host
. Degiskeni diziye ekleyin manager worker certs. Ornegin, ['worker',"$worker2host"]. Ardindan, digim
Oornegini puppet-wazuh-manager-workeryeni sunucuyla cogaltin.

Dosyay! /etc/puppetlabs/code/environments/production/manifests/Puppet master'iniza yerlestirin. Belirtilen
ddgimde runinterval, ayarlandigi gibi, zaman puppet.confgectikten sonra yUratulidr. Ancak, bildirimi
belirli bir digimde hemen calistirmak istiyorsaniz, digimde asagidaki komutu calistirin:

puppet agent -t

Wazuh Kullanicilari Icin Sifreyi Degistir

Wazuh kullanici parolalarinizi degistirmek icin Parola Yonetimi bolimundeki talimatlari izleyin .
Parolalar degistirdikten sonra, Wazuh Stack'i dagitmak icin kullanilan siniflar icinde yeni parolalari
ayarlayin.

Dizinleyici Kullanicilari

e adminkullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard':
dashboard_password => '<NEW_PASSWORD>'
}
}


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/sifre-yonetimi

e kibanaserverkullanici:

node "puppet-agent.com" {
class { 'wazuh::filebeat _oss":
filebeat_oss_elastic_password =>'<NEW_PASSWORD>'
}
}

Wazuh API Kullanicilar

e wazuh-wuikullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard':
dashboard_wazuh_api_credentials => '<NEW_PASSWORD>'
}
}

Puppet Araciligiyla Wazuh Agent Yukleyin

Sinifin kurulmasiyla ajan yapilandirilir wazuh::agent.

iste bir manifesto érnedi wazuh-agent.pp(litfen <MANAGER_IP_ADDRESS>Yy®éneticinizin IP adresiyle
degistirin).

node "puppet-agent.com" {
class { 'wazuh::repo':
}
class { "wazuh::agent™:
wazuh_register_endpoint => "<MANAGER_IP_ADDRESS>",
wazuh_reporting_endpoint => "<MANAGER_IP_ADDRESS>"

}
}

Dosyayi Puppet ana makinenize yerlestirin ve belirtilen digimde ayarlanan zamandan
/etc/puppetlabs/code/environments/production/manifests/sonra yurttulecektir . Ancak, énce calistirmak
istiyorsaniz, Puppet aracisinda asagidaki komutu deneyin.runintervalpuppet.conf

puppet agent -t



Wazuh Kullanicilari Icin
Sifreyi Deqistirme

Wazuh kullanici parolalarinizi degistirmek icin Parola Yonetimi bolimundeki talimatlari izleyin .
Parolalar degistirdikten sonra, Wazuh Stack'i dagitmak icin kullanilan siniflar icinde yeni parolalari
ayarlayin.

Dizinleyici Kullanicilari

e adminkullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard":
dashboard_password => '<NEW_PASSWORD>"'
}
}

e kibanaserverkullanici:

node "puppet-agent.com" {
class { 'wazuh::filebeat oss":
filebeat_oss_elastic_password => '<NEW_PASSWORD>'
}
}

Wazuh API Kullanicilan

e wazuh-wuikullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard':
dashboard_wazuh_api_credentials => '<NEW_PASSWORD>'
}
}

Puppet Araciligiyla Wazuh Agent Yukleyin


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/sifre-yonetimi

Sinifin kurulmasiyla ajan yapilandirilir wazuh::agent.

Iste bir manifesto érnedi wazuh-agent.pp(litfen <MANAGER_IP_ADDRESS>Yydneticinizin IP adresiyle
degistirin).

node "puppet-agent.com" {
class { 'wazuh::repo":
}
class { "wazuh::agent™:
wazuh_register_endpoint => "<MANAGER _IP_ADDRESS>",
wazuh_reporting_endpoint => "<MANAGER_IP_ ADDRESS>"
}
}

Dosyayi Puppet ana makinenize yerlestirin ve belirtilen digimde ayarlanan zamandan
/etc/puppetlabs/code/environments/production/manifests/sonra yuruttlecektir . Ancak, dnce calistirmak
istiyorsaniz, Puppet aracisinda asagidaki komutu deneyin.runintervalpuppet.conf

puppet agent -t



Puppet Araciligiyla Wazuh
Agent Yukleme

Sinifin kurulmasiyla ajan yapilandirilir wazuh::agent.

Iste bir manifesto érnedi wazuh-agent.pp(litfen <MANAGER_IP_ADDRESS>ydneticinizin IP adresiyle
degistirin).

node "puppet-agent.com" {
class { 'wazuh::repo":
}
class { "wazuh::agent™:
wazuh_register_endpoint => "<MANAGER _IP_ADDRESS>",
wazuh_reporting_endpoint => "<MANAGER_IP_ ADDRESS>"
}
}

Dosyayi Puppet ana makinenize yerlestirin ve belirtilen digimde ayarlanan zamandan

/etc/puppetlabs/code/environments/production/manifests/sonra yuruttlecektir . Ancak, dnce calistirmak
istiyorsaniz, Puppet aracisinda asagidaki komutu deneyin.runintervalpuppet.conf

puppet agent -t



Wazuh Puppet Referansi



