Wazuh Modulunu Kurun

Bu moddul Nicolas Zin tarafindan yazilmis ve Jonathan Gazeley ve Michael Porter tarafindan
guncellenmistir. Wazuh, onu sirdirme amaciyla ¢atallamistir. Katkilarindan dolayi yazarlara
tesekkur ederiz.

Wazuh Modulunu Kurun

Puppet Forge'dan Wazuh modulunu indirin ve kurun:

puppet module install wazuh-wazuh --version 4.9.2

Output

Notice: Preparing to install into /etc/puppetlabs/code/environments/production/modules ...
Notice: Downloading from https://forgeapi.puppet.com ...
Notice: Installing -- do not interrupt ...
/etc/puppetlabs/code/environments/production/modules
L+ wazuh-wazuh (v4.9.2)

— puppet-nodejs (v7.0.1)

— puppet-selinux (v3.4.1)

— puppetlabs-apt (v7.7.1)

F puppetlabs-concat (v6.4.0)

| L— puppetlabs-translate (v2.2.0)

— puppetlabs-firewall (v2.8.1)

F— puppetlabs-powershell (v4.1.0)

| L— puppetlabs-pwshlib (v0.10.1)

L— puppetlabs-stdlib (v6.6.0)

Bu modul Wazuh aracisini ve yoneticisini kurar ve yapilandirir.

Puppet Araciligiyla Bir Yigin Kurun

Tek DGGUm


https://github.com/wazuh/wazuh-puppet

Tek dUgumlu bir yi1gini dagitmak icin asagida goésterilen bildirimi kullanabilirsiniz. Bu yigin
sunlardan olusur:

Wazuh gdsterge paneli
Wazuh dizinleyici
Wazuh yodneticisi
Dosyabeat

Asagidaki icerikle stack.ppdosyayi olusturun :/etc/puppetlabs/code/environments/production/manifests/

e puppet-aio-node: Puppet aracisinin ana bilgisayar adi veya IP adresi.
e puppet-server: Wazuh moduli kuruldugunda Puppet sunucusunun ana bilgisayar adi veya IP
adresi.

$discovery_type = 'single-node’

stage { 'certificates": }

stage { 'repo": }

stage { 'indexerdeploy': }

stage { 'securityadmin': }

stage { 'dashboard": }

stage { 'manager": }

Stage[certificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] -> Stage[

Exec {

timeout => 0,

}

node "puppet-server" {

class { 'wazuh::certificates':
indexer_certs => [['node-1','127.0.0.1'1],
manager_certs => [['master','127.0.0.1'1],
dashboard_certs =>['127.0.0.1'],
stage => certificates,

}

b

node "puppet-aio-node" {

class { 'wazuh::repo':

stage => repo,

}

class { 'wazuh::indexer":
stage => indexerdeploy,

}

class { 'wazuh::securityadmin':

stage => securityadmin

}

class { 'wazuh::manager":
stage => manager,

}

class { 'wazuh::filebeat_oss":
stage => manager,

}

class { 'wazuh::dashboard":
stage => dashboard,



Coklu Dugum

Asagidaki coklu digum bildirimini kullanarak, asagidaki digumlerden olusan dagitilmis bir yigini ¢
farkli sunucuya veya Sanal Makineye (VM) dagitabilirsiniz.

e 3 dizinleyici dugimu
e Yonetici ana dagimu
e YOnetici isci dugimau
e Pano digumua

Her uygulamay! yiklediginiz sunucularin IP adreslerini mutlaka eklemelisiniz.

$nodelhost ='<WAZUH_INDEXER_NODE1_IP_ADDRESS>'
$node2host = '<WAZUH_INDEXER_NODE2_IP_ADDRESS>'
$node3host ='<WAZUH_INDEXER_NODE3_IP_ADDRESS>'

$masterhost = '<WAZUH_MANAGER_MASTER_IP_ADDRESS>'
$workerhost ='<WAZUH_MANAGER_WORKER IP_ADDRESS>'
$dashboardhost = '<WAZUH_DASHBOARD _IP_ADDRESS>'
$indexer_nodel name = 'nodel’
$indexer_node2_name = 'node2’
$indexer_node3_name = 'node3’
$master_name = 'master’
$worker_name = 'worker’
$cluster_size = '3
$indexer_discovery_hosts = [$nodelhost, $node2host, $node3host]
$indexer_cluster_initial_master_nodes = [$nodelhost, $node2host, $node3host]
$indexer_cluster CN = [$indexer_nodel name, $indexer_node2_name, $indexer_node3_name]
# Define stage for order execution
stage { 'certificates": }
stage { 'repo": }
stage { 'indexerdeploy": }
stage { 'securityadmin': }
stage { 'dashboard": }
stage { 'manager": }
Stagelcertificates] -> Stage[repo] -> Stage[indexerdeploy] -> Stage[securityadmin] -> Stage[manager] -> Stage[
Exec {
timeout => 0,
}
node "puppet-server" {
class { 'wazuh::certificates":
indexer_certs => [["$indexer_nodel_name","$nodelhost" ],["$indexer_node2_name","$node2host" ],["$indexer_
manager_master_certs => [["$master_name","$masterhost"]],
manager_worker_certs => [["$worker_name","$workerhost"]],
dashboard certs => ["$dashboardhost"],
stage => certificates



class { 'wazuh::repo":

stage => repo

}

}

node "puppet-wazuh-indexer-nodel" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_nodel name",
indexer_network_host => "$nodelhost",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster _initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster CN,
stage => indexerdeploy

}

class { 'wazuh::securityadmin':

indexer_network_host => "$nodelhost",

stage => securityadmin

}

}

node "puppet-wazuh-indexer-node2" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_node2 name",
indexer_network_host => "$node2host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster_initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster CN => $indexer_cluster CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-indexer-node3" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::indexer":
indexer_node_name => "$indexer_node3_name",
indexer_network_host => "$node3host",
indexer_node_max_local_storage_nodes => "$cluster_size",
indexer_discovery_hosts => $indexer_discovery_hosts,
indexer_cluster _initial_master_nodes => $indexer_cluster_initial_master_nodes,
indexer_cluster_CN => $indexer_cluster_CN,
stage => indexerdeploy

}

}

node "puppet-wazuh-manager-master" {

class { 'wazuh::repo":

stage => repo



}

class { 'wazuh::manager":
ossec_cluster_name => 'wazuh-cluster’,
ossec_cluster_node_name => 'wazuh-master’,
ossec_cluster_node_type => 'master’,
ossec_cluster_key => '01234567890123456789012345678912",
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster_nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss":
filebeat_oss_indexer_ip => "$nodelhost",
wazuh_node_name => "$master_name",
stage => manager

}

}

node "puppet-wazuh-manager-worker" {

class { 'wazuh::repo":

stage => repo

}

class { 'wazuh::manager":
ossec_cluster_name => 'wazuh-cluster’,
ossec_cluster_node_name => 'wazuh-worker’,
ossec_cluster_node_type => 'worker’,
ossec_cluster_key => '01234567890123456789012345678912',
ossec_cluster_bind_addr => "$masterhost",
ossec_cluster nodes => ["$masterhost"],
ossec_cluster_disabled => 'no’,
stage => manager

}

class { 'wazuh::filebeat_oss":
filebeat_oss_indexer_ip => "$nodelhost",
wazuh_node_name => "$worker_name",
stage => manager

}

}

node "puppet-wazuh-dashboard" {

class { 'wazuh::repo':

stage => repo,

}

class { 'wazuh::dashboard":
indexer_server_ip => "$nodelhost",
manager_api_host => "$masterhost",
stage => dashboard

}

}

Manifest'te aciklanan kukla digUmlerinin IP adresleriyle olan iliskisi su sekildedir:

e puppet-wazuh-indexer-nodel= nodelhost. Wazuh indeksleyici nodel.
e puppet-wazuh-indexer-node2 = node2host. Wazuh indeksleyici node2.



e puppet-wazuh-indexer-node3= node3host. Wazuh indeksleyici node3.

puppet-wazuh-manager-master= masterhost. Wazuh ydnetici ustasi.
e puppet-wazuh-manager-worker= workerhost. Wazuh yodnetici isci.
e puppet-wazuh-dashboard= dashboardhost. Wazuh panosu digumdu.

Sinifin , Wazuh modulinin kurulu oldugu wazuh::certificatesPuppet sunucusunda ( puppet-server)
uygulanmasi gerekir. Bu, arsiv modulinidn Wazuh yigin dagitimindaki tim sunuculara dosyalari
dagitmak icin kullanilmasi nedeniyle gereklidir.

Daha fazla Wazuh dizinleyici diigimine ihtiyaciniz varsa, yeni degiskenler ekleyin. Ornegin
indexer_node4_nameVe node4host. Bunlari asagidaki dizilere ekleyin:

indexer_discovery_hosts

indexer_cluster_initial_master_nodes

indexer_cluster_CN

e indexer_certs

puppet-wazuh-indexer-node2 Ek olarak, veya benzeri yeni bir dGgim 6rnegi eklemeniz gerekir puppet-
wazuh-indexer-node3. Wazuh dizinleyici nodel érneginin aksine, bu érnekler . calistirmaz securityadmin.

Bir Wazuh yonetici calisan sunucusu eklemeniz gerekirse, . gibi yeni bir degisken ekleyin worker2host
. Degiskeni diziye ekleyin manager worker_certs. Ornegin, ['worker',"$worker2host"]. Ardindan, digim
Ornegini puppet-wazuh-manager-workeryeni sunucuyla ¢cogaltin.

Dosyayi /etc/puppetlabs/code/environments/production/manifests/Puppet master'iniza yerlestirin. Belirtilen
digumde runinterval, ayarlandigi gibi, zaman puppet.confgectikten sonra yuruttalar. Ancak, bildirimi
belirli bir digimde hemen calistirmak istiyorsaniz, digimde asagdidaki komutu calistirin:

puppet agent -t

Wazuh Kullanicilari Icin Sifreyi
Degistir

Wazuh kullanici parolalarinizi degistirmek icin Parola Yonetimi bolimundeki talimatlari izleyin .
Parolalar degistirdikten sonra, Wazuh Stack'i dagitmak icin kullanilan siniflar icinde yeni parolalari
ayarlayin.


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/sifre-yonetimi

Dizinleyici Kullanicilari

e adminkullanici:

node "puppet-agent.com" {
class { 'wazuh::dashboard":
dashboard password => '<sNEW_PASSWORD>'
}
}

e kibanaserverkullanici:

node "puppet-agent.com" {
class { 'wazuh::filebeat_oss":

filebeat_oss_elastic_password => '<NEW_PASSWORD>'
}
¥

Wazuh API Kullanicilarn

e wazuh-wuikullanicr:

node "puppet-agent.com" {
class { 'wazuh::dashboard":

dashboard_wazuh_api_credentials => '<NEW_PASSWORD>'
}
}

Puppet Araciligiyla Wazuh Agent
Yukleyin

iste bir manifesto érnedi wazuh-agent.pp(litfen <MANAGER_IP_ADDRESS>Yy®éneticinizin IP adresiyle
degistirin).

node "puppet-agent.com" {
class { 'wazuh::repo':
}
class { "wazuh::agent":
wazuh_register_endpoint => "<MANAGER_IP_ADDRESS>",



wazuh_reporting_endpoint => "<MANAGER _IP_ADDRESS>"

}
}

DosyayiI Puppet ana makinenize yerlestirin ve belirtilen digimde ayarlanan zamandan
/etc/puppetlabs/code/environments/production/manifests/sonra yurttulecektir . Ancak, énce calistirmak
istiyorsaniz, Puppet aracisinda asagidaki komutu deneyin.runintervalpuppet.conf

puppet agent -t

Referans Wazuh Kuklasi
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Wazuh yoénetici sinifi
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https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#reference-wazuh-manager-class
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-alerts
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-authd
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-cluster
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-global
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-localfile
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-rootcheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-syscheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-syslog-output
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-vuln-detection
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wazuh-api
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wodle-osquery
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-wodle-syscollector
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-vars-misc
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-email-alert
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-command
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-manager-class.html#ref-server-ar
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#reference-wazuh-agent-class
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-ar
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-enroll
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-client
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-localfile
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-rootcheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-sca
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-syscheck
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-wodle-osquery
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-wodle-syscollector
https://documentation.wazuh.com/current/deployment-options/deploying-with-puppet/wazuh-puppet-module/reference-wazuh-puppet/wazuh-agent-class.html#ref-agent-vars-misc

