Feed

Get a list of feeds:

GET

https://misp.local/feeds

Response:

200:

{
"Feed": {
"id": "3",
"name": "CIRCL OSINT Feed",
"provider": "CIRCL",
"url": "https://www.circl.lu/doc/misp/feed-osint",
"rules": "{\"tags\":{\"OR\":[L,\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,
"distribution": "0",
"sharing_group_id": "1",
"tag_id": "12345",
"default": true,
"source_format": "1",
"fixed_event": true,
"delta_merge": true,
"event_id": "12345",
"publish": false,
"override_ids": true,
"settings":
"{\"csv\":{\"value\":\"\",\"delimiter\":\"\"} ,\"common\": {\"excluderegex\":\"\"} ,\"disable_correlation\":\"1\"}",
"input_source": "local",

"delete_local_file": true,



"lookup_visible": true,

"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,

"force_to_ids": true,

"orgc_id": "12345",

"cache_timestamp": "1617875568"

403:

{

"name": "Authentication failed. Please make sure you pass the API key of an API enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header."”,

"url": "/attributes"

}

404:

{
"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Get a feed by ID:



GET

https://misp.local/feeds/view/{feedId}

Response:

200:

{
"Feed": {

"id": "3,
"name": "CIRCL OSINT Feed",
"provider": "CIRCL",
"url": "https://www.circl.lu/doc/misp/feed-osint",
"rules": "{\"tags\":{\"OR\":[J,\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,
"distribution": "0",
"sharing_group_id": "1",
"tag_id": "12345",
"default": true,
"source_format": "1",
"fixed_event": true,
"delta_merge": true,
"event_id": "12345",
"publish": false,
"override_ids": true,
"settings":

"{\"cswv\":{\"value\":\"\" \"delimiter\":\"\"} \"common\":{\"excluderegex\":\"\"} \"disable_correlation\":\"1\"}",
"input_source": "local",
"delete_local_file": true,
"lookup_visible": true,
"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,
"force_to_ids": true,
"orgc_id": "12345",
"cache_timestamp": "1617875568"

403:



{

"name": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the

Authorization header.",
"message": "Authentication failed. Please make sure you pass the API key of an APl enabled user along in the

Authorization header.",

"url": "/attributes"

}

404:

{

"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",

"url": "/attributes"

}

Add a feed:

POST

https://misp.local/feeds/view/{feedId}

Request:

{
"name": "CIRCL OSINT Feed",

"provider": "CIRCL",

"url": "https://www.circl.lu/doc/misp/feed-osint",



"rules": "{\"tags\":{\"OR\":[1,\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,

"distribution": "0",

"sharing_group_id": "1",

"tag_id": "12345",

"source_format": "1",

"fixed_event": true,

"delta_merge": true,

"event_id": "12345",

"publish": false,

"override_ids": true,

"input_source": "local",

"delete_local_file": true,

"lookup_visible": true,

"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,

"force_to_ids": true,

"orgc_id": "12345"

Response:

200:

{

"Feed": {
“id": "3",
"name": "CIRCL OSINT Feed",
"provider": "CIRCL",
"url": "https://www.circl.lu/doc/misp/feed-osint",
"rules": "{\"tags\": {\"OR\":[J\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,
"distribution": "0",
"sharing_group_id": "1",
"tag_id": "12345",
"default": true,
"source_format": "1",
"fixed_event": true,
"delta_merge": true,

"event_id": "12345",



"publish": false,
"override_ids": true,
"settings":
"{\"csv\":{\"value\":\"\",\"delimiter\":\"\"} \"common\": {\"excluderegex\":\"\"} ,\"disable_correlation\":\"1\"}",
"input_source": "local",
"delete_local_file": true,
"lookup_visible": true,
"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,
"force_to_ids": true,
"orgc_id": "12345",
"cache_timestamp": "1617875568"

403:

{

"name": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header."”,

"url": "/attributes"

}

404:

{

"name": "Invalid attribute",
"message": "Invalid attribute",
"url": "/attributes/1234"

}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}



Edit a feed:

PUT

https://misp.local/feeds/edit/{feedld}

Request:

{
"id": "3",
"name": "CIRCL OSINT Feed",
"provider": "CIRCL",
"url": "https://www.circl.lu/doc/misp/feed-osint",
"rules": "{\"tags\":{\"OR\":[L,\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,
"distribution": "0",
"sharing_group_id": "1",
"tag_id": "12345",
"source_format": "1",
"fixed_event": true,
"delta_merge": true,
"event_id": "12345",
"publish": false,
"override_ids": true,
"input_source": "local",
"delete_local_file": true,
"lookup_visible": true,
"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,
"force_to_ids": true,

"orgc_id": "12345"

Response:

200:



{
"Feed": {

"id": "3",
"name": "CIRCL OSINT Feed",
"provider": "CIRCL",
"url": "https://www.circl.lu/doc/misp/feed-osint",
"rules": "{\"tags\":{\"OR\":[L,\"NOT\":[1} \"orgs\": {\"OR\":[J,\"NOT\":[1} \"url_params\":\"\"}",
"enabled": true,
"distribution": "0",
"sharing_group_id": "1",
"tag_id": "12345",
"default": true,
"source_format": "1",
"fixed_event": true,
"delta_merge": true,
"event_id": "12345",
"publish": false,
"override_ids": true,
"settings":

"{\"csv\":{\"value\":\"\"\"delimiter\":\"\"},\"common\": {\"excluderegex\":\"\" } \"disable_correlation\":\"1\"}",
"input_source": "local",
"delete_local_file": true,
"lookup_visible": true,
"headers": "X-Custom-Header-A: Foo\nX-Custom-Header-B: Bar\n",
"caching_enabled": true,
"force_to_ids": true,
"orgc_id": "12345",
"cache_timestamp": "1617875568"

403:

{

"name": "Authentication failed. Please make sure you pass the API key of an API enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header.",

"url": "/attributes"

}



404:

{
"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Enable feed:

POST

https://misp.local/feeds/enable/{feedId}

Response:

200:

{
"name": "Feed enabled.",
"message": "Feed enabled.",

"url": "/feeds/enable/1"

}

403:

{
"name": "Authentication failed. Please make sure you pass the API key of an API enabled user along in the

Authorization header.",



"message": "Authentication failed

Authorization header.",
"url": "/attributes"

}

404:

{

"name": "Invalid attribute",
"message": "Invalid attribute",
"url": "/attributes/1234"

}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Disable feed:

POST

Response:

200:

{
"name": "Feed disabled.",
"message": "Feed disabled.",

"url": "/feeds/disable/1"
}

. Please make sure you pass the API key of an API enabled user along in the

https://misp.local/feeds/disable/{feedld}



403:

{

"name": "Authentication failed. Please make sure you pass the API key of an APl enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the API key of an APl enabled user along in the
Authorization header.",

"url": "/attributes"

}

404:

{
"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Cache feeds:

POST

https://misp.local/feeds/cacheFeeds/{cacheFeedsScope}

Response:

200:



{
"name": "Feed caching job initiated.",
"message": "Feed caching job initiated.",

"url": "/feeds/cacheFeed"

}

403:

{

"name": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the APl key of an APl enabled user along in the
Authorization header.",

"url": "/attributes"

}

404:

{

"name": "Invalid attribute",
"message": "Invalid attribute",
"url": "/attributes/1234"

}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Fetch from feed by ID:

POST




https://misp.local/feeds/fetchFromFeed/{feedId}

Response:
200:
{
"result": "Pull queued for background execution."
}
403:
{

"name": "Authentication failed. Please make sure you pass the API key of an API enabled user along in the
Authorization header.",

"message": "Authentication failed. Please make sure you pass the API key of an APl enabled user along in the
Authorization header.",

"url": "/attributes"

}

404:

{
"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",
"url": "/attributes"

}

Fetch from all feeds:



POST

https://misp.local/feeds/fetchFromAllFeeds

Response:
200:
{
"result": "Pull queued for background execution."
}
403:
{

"name": "Authentication failed. Please make sure you pass the API key of an API enabled user along in the

Authorization header.",
"message": "Authentication failed. Please make sure you pass the API key of an APl enabled user along in the
Authorization header.",

"url": "/attributes"

}

404:

{

"name": "Invalid attribute",
"message": "Invalid attribute",

"url": "/attributes/1234"
}

Default:

{
"name": "string",
"message": "string",

"url": "/attributes"

}



Revision #4
Created 13 April 2024 17:19:13 by ilayda Durlanik
Updated 13 April 2024 17:34:32 by ilayda Durlanik



