Obje Parametreleri

[restSearch] Get a filtered and paginated list of objects:

Request Body Semasi:

Parametre Gerekli
page null
limit null
quickFilter
searchall
timestamp

object_name

object_template_uuid

object_template_version
eventid

eventinfo

ignore

from

to

date

tags

Veri Tiri
integer (int32)
integer (int32)

string

string

string (Timestamp)

string

string <uuid>

string

string

string

boolean

string veya null

(DateRestSearchFilt

er)

string veya null

(DateRestSearchFilt

er)

string veya null

(DateRestSearchFilt

er)

Array of strings

Aciklama

\
Il
=

>

0

Olaylari herhangi bir etiket adi, olay
aciklamalari, 6znitelik degerleri
veya Oznitelik yorumlariyla
eslestirmek icin arama yapar.

Olaylari herhangi bir etiket adi, olay
aciklamalari, 6znitelik degerleri
veya 6znitelik yorumlariyla
eslestirmek icin arama yapar.

~“\d+$

<= 131071 karakter

<= 36 karakter

~\d+$

<= 10 karakter ~\d+$

<= 65535 karakter

false

veya null (TagsRestSearchFilter)

Ornek

10

"malware"

"ransomware"

"1617613315"

"malicious_file.exe

"6f3c0d71-5b7a-
46a9-a78b-
29al46b5e3c7"

II1II
"12345"

"Malware
infection"

true



Parametre Gerekli
last
event_timestamp

publish_timestamp

org

uuid

value
type
category

object_relation

attribute_timestamp

first_seen

last_seen

comment

to_ids

published
deleted
withAttachments

enforceWarninglist

includeAllTags
includeEventUuid
include_event uuid
includeEventTags
includeProposals

includeWarninglistHits

Veri Turi
integer veya string
string (Timestamp)
string (Timestamp)

Organisationld veya
OrganisationName

string <uuid>

string
string
string

string

string (Timestamp)

string veya null
(NullableMicroTimes
tamp)

string veya null
(NullableMicroTimes
tamp)

string

boolean veya null
(TolDSRestSearchFl
ag)

boolean
boolean
boolean

boolean veya null
(EnforceWarninglist
RestSearchFilter)

boolean
boolean
boolean
boolean
boolean

boolean veya null

Aciklama
veya null (LastRestSearchFilter)
~\d+$

~\d+$

<= 36 karakter

<= 131071 karakter
<= 100 karakter
<= 255 karakter

veya null
(ObjectRelationRestSearchFilter)

~\d+$

~\d+$ veya null

~\d+$ veya null

<= 65535 karakter

false
false

false

false
false
false
false
false

false

Ornek

"1617613315"

"1617613315"

"6f3c0d71-5b7a-
46a9-a78b-
29al46b5e3c7"

"1.2.3.4"
"ip-src"

"Network activity"

"1617613315"

"1617613315"

"1617613315"

"Malicious
activity"

true
false

true

true
true
true
true
true

true



Parametre Gerekli

includeContext

includeSightings

includeSightingdb

includeCorrelations

includeDecayScore
includeFullModel
allow_proposal_blocking

metadata

attackGalaxy

excludeDecayed
decayingModel
modelOverrides

returnFormat

Veri Tiri

boolean veya null
(IncludeContextRest
SearchFlag)

boolean veya null
(IncludeContextRest
SearchFlag)

boolean veya null
(IncludeSightingDbR
estSearchFlag)

boolean veya null
(IncludeCorrelations
RestSearchFlag)

boolean false
boolean false
boolean false

boolean veya null
(MetadataRestSearc
hFilter)

string veya null
(AttackGalaxyRestS
earchFilter)

boolean false
string

object

string "json"

Add an object to an event:

Path Parametreleri:

Parametre Gerekli
eventld required
objectTemplateld required

Request Body Semasi:

Attribute:

Veri Turi

Eventld (string) or
UUID (string)

ObjectTemplateld
(string) or UUID
(string)

Aciklama

Aciklama

Etkinligin UUID'si
veya sayisal kimligi.

Nesne sablonunun
UUID'si veya sayisal
kimligi.

Ornek

true
true

true

true

"jSOﬂ"

Ornek

"12345"

"6f3c0d71-5b7a-
46a9-a78b-
29al46b5e3c7"



Parametre Gerekli Veri Tiri
category - string
value - string
to_ids - boolean
disable_correlation - boolean
distribution - string
comment - string
object_relation - string
Get object by ID:
Path Parametreleri:
Parametre Gerekli Veri Turu
objectld Gerekli string
Delete object:
Path Parametreleri:
Parametre Gerekli Veri Tari
objectld Gerekli string
hardDelete Gerekli string

Aciklama
Oznitelik kategorisi.
Oznitelik degeri.

IDS'ye rapor edilsin
mi?

Korelasyonu devre
disi birak.

Yayimlanan etkinligi
kimler gorebilir?

Oznitelige yapilan
yorum.

Nesne iliskisi.

Aciklama

Nesnenin UUID veya
sayisal kimligi.

Aciklama

Nesnenin UUID veya
sayisal kimligi.

Varligin silinme
yontemi.

Ornek
"Network activity"
"192.168.1.1"

true

false

||0||

"Possible malware"

"Related to incident"

Ornek

"1234"

Ornek

"1234"

||0||
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