Wazuh Sorgu Dili (WQL)
Kullanilarak Verilerin
Filtrelenmesi

Wazuh API'sinin sorgularini kullanarak gelismis filtreleme mimkuinddr. Sorgular gparametre
kullanilarak belirtilir. Bir sorgunun yapisi su sekildedir:

e Alan adi : Filtrelenecek alan adi. Yanlis bir alan adi kullanilirsa, bir hata olusacaktir.
e Operator : Filtreleme yapilacak operatér:
o =: esitlik.
o I=: esitlik degil.
: daha kucuk.
: daha buayuk.
o ~: gibi.
o (): gruplama operatorleri.
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o Deger : Filtrelenecek deger.
e Ayirici : Birden fazla "sorguyu" birlestirmek icin kullanilan operator:

o ,: bir . temsil eder OR.
o ;: bir . temsil eder AND.

Not: Ayrilmis karakterlerin, 6zellikle noktali virgallerin ( ; = %3B) yluzde kodlu olmasi gerekir .
islemi kolaylastirmak icin cURL icinde --data-urlencode kullanabilirsiniz.

Ornekler

Ornegin, 18'den yuksek stirime sahip Ubuntu aracilarini filtrelemek icin asagidaki sorgu kullanihr. g
parametresinin degerinin su sekilde kodlandigini unutmayin --data-urlencode:

curl -G --data-urlencode "g=0s.name=ubuntu;os.version>18" -k -X GET
"https://localhost:55000/agents?limit=500&pretty=true&select=id,name,0s.name,0s.version,0s.codename,0s.m

ajor" -H "Authorization: Bearer $TOKEN"



Output

{
"data": {
"affected_items": [
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
I
"name": "wazuh-master",
"id": "000"
}
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
I
"name": "wazuh-agent4",
"id": "004"
}
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
h
"name": "wazuh-agent5",
"id": "005"
I
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
I
"name": "wazuh-agent6",
"id": "006"
I
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"



"name": "wazuh-agent7",
"id": "007"
b
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
}
"name": "wazuh-agent8",
"id": "008"
I
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"
}
"name": "wazuh-agent9",
"id": "009"
}
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"
I
"name": "wazuh-agent10",
"id": "010"
}
1
"total_affected_items": 8,
"total_failed_items": 0,
"failed_items": []
h
"message": "All selected agents information was returned",
"error": 0

}

Daha dogru bir sonuc elde etmek icin ayni alan birden fazla kez kullanilabilir. Ornegin, Ubuntu
18'den daha ylksek ancak Ubuntu 18.04.4'ten daha dusUk bir stirime sahip filtreleme ajanlari:

curl -G --data-urlencode "g=0s.name=ubuntu;os.version>18;0s.version<18.04.4" -k -X GET
"https://localhost:55000/agents?limit=500&pretty=true&select=id,name,0s.name,os.version,0s.codename,0s.m

ajor" -H "Authorization: Bearer $TOKEN"

Output



{
"data": {
"affected_items": [
{
"os": {

"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"

I
"name": "wazuh-agent9",
"id": "009"
I
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"
b
"name": "wazuh-agent10",
"id": "010"
}

1

"total_affected_items": 2,

"total_failed_items": 0,

"failed_items": []
}
"message": "All selected agents information was returned",
"error": 0

}

OR (, ) operatori ve LIKE AS ( ~ ) operatérinin kullanimina bir érnek, isletim sistemi adi windows
veya centosiceren ajanlar filtrelemek olabilir .

curl -G --data-urlencode "g=0s.name~centos,os.name~windows" -k -X GET
"https://localhost:55000/agents?limit=500&pretty=true&select=id,name,0s.name,0s.version,0s.codename,0s.m

ajor" -H "Authorization: Bearer $TOKEN"

Output

{
"data": {
"affected_items": [
{

"os": {
"major": "6",
"name": "Microsoft Windows 7 Ultimate Edition Professional Service Pack 1",
"version": "6.1.7601"

}

"name": "jmv74211-PC",



"id": "013"
}

1

"total_affected_items": 1,

"total_failed_items": O,

"failed_items": []
b
"message": "All selected agents information was returned",
"error": 0

}

Kimligi 0'dan farkli ve 4'ten klicUk olan, adi alt dizeyi iceren wazve ana sirimi 16 veya 18 olan
Ubuntu ajanlarini elde etmek, ayni anda birden fazla operatorl iceren bir érnektir:

curl -G --data-urlencode "q=id!=0;id<4;name~waz;(0s.major=16,0s.major=18)" -k -X GET
"https://localhost:55000/agents?limit=500&pretty=true&select=id,name,0s.name,0s.version,0s.codename,0s.m

ajor" -H "Authorization: Bearer $TOKEN"

Output

{
"data": {
"affected_items": [
{
"os": {
"codename": "Xenial Xerus",
"major": "16",
"name": "Ubuntu",
"version": "16.04.6 LTS"
}
"name": "wazuh-agentl",
"id": "001"
}
{
"os": {
"codename": "Xenial Xerus",
"major": "16",
"name": "Ubuntu",
"version": "16.04.6 LTS"
I
"name": "wazuh-agent2",
"id": "002"
}
{
"os": {
"codename": "Xenial Xerus",
"major": "16",
"name": "Ubuntu",
"version": "16.04.6 LTS"
I

"name": "wazuh-agent3",



"id": "003"
}

1

"total_affected_items": 3,

"total_failed_items": O,

"failed_items": []
b
"message": "All selected agents information was returned",
"error": 0

}

Windows'tao07 calisan veya isletim sistemi ana surimu 14 veya 18 olanlardan daha yuksek bir
ID'ye sahip aracilari elde etmek :

curl -G --data-urlencode "q=id>007;(0os.name~windows,(0s.major=14,0s.major=18))" -k -X GET
"https://localhost:55000/agents?limit=500&pretty=true&select=id,name,0s.name,0s.version,0s.codename,0s.m

ajor" -H "Authorization: Bearer $TOKEN"

Output
{
"data": {
"affected_items": [
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.4 LTS"
}
"name": "wazuh-agent8",
"id": "008"
}
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"
I
"name": "wazuh-agent9",
"id": "009"
}
{
"os": {
"codename": "Bionic Beaver",
"major": "18",
"name": "Ubuntu",
"version": "18.04.2 LTS"
I

"name": "wazuh-agent10",
Ilidll: IIOlOII



1

{
"os": {
"major": "6",
"name": "Microsoft Windows 7 Ultimate Edition Professional Service Pack 1",
"version": "6.1.7601"
}
"name": "jmv74211-PC",
"id": "013"
}

1

"total_affected_items": 4,

"total_failed_items": O,

"failed_items": []
}
"message": "All selected agents information was returned",
"error": 0
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