Kurulum Rehberi

Wazuh, endpointler ve cloud ortamlari icin hem XDR hem de SIEM korumasi saglayan bir givenlik
platformudur. Bu ¢6zUm agentlardan ve U¢ bilesenden olusur: Wazuh server, indexer ve dashboard.
Wazuh Ucretsiz ve acik kaynaktir. Bilesenleri "GNU General Public License, version 2", ve "Apache
License, Version 2.0 (ALv2)" ye uygundur. Bu bélimde Wazuh'u altyapiniza nasil kuracaginizi
0greneceksiniz. Ayrica Wazuh, agentlar disinda herhangi bir kurulum gerektirmeden SaaS olarak da
hizmet vermektedir. Wazuh Cloud'u kullanarak herhangi bir kurulum yapmadan agentlarinizi ve log
kaynaklarinizi baglayabilirsiniz.
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Wazuh Indexer

Wazuh Indexer, ylksek dlceklenebilir, full-text search ve analiz motorudur. Bu bilesen, Wazuh
server tarafindan olusturulan uyarilari indeksler ve saklar. Neredeyse gercek zamanli veri arama ve
analiz yetenekleri saglar.



Wazuh Indexer

Wazuh Kurulum Asistani

Kurulum asistani yéntemini kullanarak Wazuh Indexer'i single-node veya multi-node seklinde
kurabilirsiniz. Bu yéntem manuel yapilacak bazi islemlerin .sh dosyasina cevrilerek
kolaylastiriimasini saglamaktadir.

Bu kurulum G¢ asamaya ayrilmistir:

1. ilk konfiglrasyon
2. Wazuh indexer nodelarinin kurulumu
3. Cluster baslatma

TUm komutlarn calistirirken root kullanici yetkisine ihtiyaciniz olacak. "sudo su" ile root
uzerinden kurulumu gerceklestirmeniz onerilmektedir.

1.Initial configuration

Deployment konfigirasyonunuzu hazirlayin, Wazuh bilesenleri arasindaki iletisimi sifrelemek icin
SSL sertifikalarini olusturun ve kurulum sirasinda rastgele parolalar olusturun. Tum bunlar icin
asagidaki adimlari izleyebilirsiniz.

1. Wazuh kurulum asistani ve konfiglrasyon dosyasini indirin.

curl -sO https://packages.wazuh.com/4.9/wazuh-install.sh

curl -sO https://packages.wazuh.com/4.9/config.yml

2. ./config.yml dosyasini dizenleyin. Node isimleri ve IP degerlerini kurulumunuza gére duzenleyin.
Eger tek node kuracaksaniz yorum satirlarinizi kaldirmaniza gerek yok. Ancak birden fazla indexer
veya manager sunucusu kuracaksaniz yorum satiri alanlarina name ve IP degerlerini girmeniz
gerekiyor.

nodes:
# Wazuh indexer nodes
indexer:
- name: node-1
ip: "<indexer-node-ip>"

#- name: node-2



# ip: "<indexer-node-ip>"
#- name: node-3

# ip: "<indexer-node-ip>"

# Wazuh server nodes
# If there is more than one Wazuh server
# node, each one must have a node_type
server:

- name: wazuh-1

ip: "<wazuh-manager-ip>"

# node_type: master

#- name: wazuh-2

# ip: "<wazuh-manager-ip>"

# node_type: worker

#- name: wazuh-3

# ip: "<wazuh-manager-ip>"

# node_type: worker

# Wazuh dashboard nodes
dashboard:
- name: dashboard

ip: "<dashboard-node-ip>"
3. Kurulum icin gerekli Wazuh cluster key, sertifikalar ve parolalari olusturmak icin Wazuh kurulum
asistanini --generate-config-files parametresi ile birlikte calistirin. Bu komut size ./wazuh-install-files.tar
dosyalarini olusturacak. Diger sunucularin kurulumunda da bu dosyalara ihtiyaciniz olacak.

Kurulum boyunca bu dosyalari saklayin ve diger sunuculara aktarin. Tim Wazuh kurulumu
tamamlandiginda bu .tar dosyasini silmeniz faydal olacaktir.

bash wazuh-install.sh --generate-config-files

4. wazuh-install-files.tar dosyasini diger wazuh server, wazuh indexer ve wazuh dashboard nodelarina
kopyalayin. Bu asamada scp veya farkli ydontemler kullanabilirsiniz.

2. Wazuh Indexer Nodelarinin
Kurulumu

Daha 6nce indirdiginiz wazuh-install.sh dosyasini --wazuh-indexer parametresi ve node adi ile
calistirin. Node adi config.yml dosyasindaki ile ayni olmalidir.



bash wazuh-install.sh --wazuh-indexer node-1

Eger multi-node bir kurulum planladiysaniz, yani birden fazla indexer node'u planliyorsaniz diger
nodelara da ayni islemi uygulayin.

3. Cluster Baslatma

Kurulumun son asamasinda sertifika bilgilerini yiklemek ve clusteri baslatmak icin herhangi bir
indexer node'unda kurulum asistani dosyanizi --start-cluster parametresi ile baslatin.

bash wazuh-install.sh --start-cluster

Bu islemi yalnizca bir indexer node'unda yapmaniz yeterlidir. Birden fazla node Uzerinde
veya tim node'larda bu islemi yapmaniza gerek yok.

Kurulumun test edilmesi

Asagidaki komutu calistirin ve admin parolasini alin.

tar -axf wazuh-install-files.tar wazuh-install-files/wazuh-passwords.txt -O | grep -P "\'admin\'"" -A 1

Ardindan kurulumun sorunsuz tamamlandidini teyit etmek icin asagidaki komutu calistirin. Onceki
komut ciktisindan elde ettiginiz parolayi asagidaki <ADMIN_PASSWORD> alaniyla degistirin. Ayni
zamanda wazuh indexer IP adresini de <WAZUH_INDEXER_IP> alaniyla degistirin.

curl -k -u admin:<ADMIN_PASSWORD> https://<WAZUH_INDEXER_IP>:9200

Ornek cikti asagidaki gibiyse kurulumun gerceklestigini kabul edebiliriz.

"name" : "node-1",
"cluster_name" : "wazuh-cluster",
"cluster_uuid" : "095JEW-0R]JSFKLzZ5wmo5PA",
"version" : {
"number" : "7.10.2",
"build_type" : "rpm",
"build_hash" : "db90a415ff2fd428b4f7b3f800a51dc229287ch4",
"build_date" : "2023-06-03T06:24:25.112415503Z",

"build_snapshot" : false,



"lucene_version" : "9.6.0",
"minimum_wire_compatibility_version" : "7.10.0",
"minimum_index_compatibility_version" : "7.0.0"

}
"tagline" : "The OpenSearch Project: https://opensearch.org/"

}

Parola ve IP dederini tekrar degistirerek asagidaki komutla nodelarinizi test edebilirsiniz.

curl -k -u admin:<ADMIN_PASSWORD> https://<WAZUH_INDEXER_IP>:9200/_cat/nodes?v



Wazuh Indexer

Adim Adim Kurulum

Wazuh dizinleyicisini adim adim talimatlari izleyerek tek digumlu veya cok dagimli kiime olarak
kurun ve yapilandirin. Wazuh dizinleyicisi son derece dlceklenebilir bir tam metin arama motorudur
ve gelismis glvenlik, uyari, dizin yonetimi, derin performans analizi ve diger bircok 6zelligi sunar.

Kurulum sireci (¢ asamaya ayriliyor.

1. Sertifika olusturma
2. Dagim kurulumu
3. Kime baslatma

Not: Asagida aciklanan tim komutlan calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

1. Sertifika Olusturma

SSL Sertifikalarinin Olusturulmasi

1. wazuh-certs-tool.shKomut dosyasini ve yapilandirma dosyasini indirin config.yml. Bu, Wazuh
merkezi bilesenleri arasindaki iletisimleri sifreleyen sertifikalari olusturur.

curl -sO https://packages.wazuh.com/4.9/wazuh-certs-tool.sh

curl -sO https://packages.wazuh.com/4.9/config.yml

2. Dagum adlarini ve IP degerlerini dizenleyin ./config.ymive karsilik gelen adlar ve IP
adresleriyle degistirin. Bunu tim Wazuh sunucusu, Wazuh dizinleyicisi ve Wazuh panosu
diagumleri icin yapmaniz gerekir. Gerektigi kadar digim alani ekleyin.

nodes:
# Wazuh indexer nodes
indexer:
- name: node-1
ip: "<indexer-node-ip>"
#- name: node-2
# ip: "<indexer-node-ip>"
#- name: node-3
# ip: "<indexer-node-ip>"



# Wazuh server nodes
# If there is more than one Wazuh server
# node, each one must have a node_type
server:
- name: wazuh-1
ip: "<wazuh-manager-ip>"
# node_type: master
#- name: wazuh-2
# ip: "<wazuh-manager-ip>
# node_type: worker
#- name: wazuh-3
# ip: "<wazuh-manager-ip>
# node_type: worker

# Wazuh dashboard nodes
dashboard:
- name: dashboard
ip: "<dashboard-node-ip>"

3. Sertifikalari olusturmak icin calistirin ./wazuh-certs-tool.sh. Cok dugtimlt bir kiime icin, bu
sertifikalarin daha sonra kimenizdeki tim Wazuh érneklerine dagitilmasi gerekir.

bash ./wazuh-certs-tool.sh -A

4. Gerekli tim dosyalar sikistirin.

tar -cvf ./wazuh-certificates.tar -C ./wazuh-certificates/ .

rm -rf ./wazuh-certificates
5. wazuh-certificates.tarDosyayl Wazuh dizinleyicisi, Wazuh sunucusu ve Wazuh panosu

dagumleri dahil tim didgimlere kopyalayin . Bu scp, yardimci programi kullanarak
yapilabilir.

2. Dugumlerin Kurulumu

Paket Bagimliliklarini Yukleme

1. Eksikse asagidaki paketleri ylkleyin:

Yum:

yum install coreutils



APT:

apt-get install debconf adduser procps

Wazuh Deposunu Ekleme

Yum:
1. GPG anahtarini ice aktarin.

rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin.
echo -e '[wazuh]\ngpgcheck=1\ngpgkey=https://packages.wazuh.com/key/GPG-KEY-

WAZUH\nenabled=1\nname=EL-$releasever -

Wazuh\nbaseurl=https://packages.wazuh.com/4.x/yum/\nprotect=1' | tee /etc/yum.repos.d/wazuh.repo

APT:

1. Eger eksikse asagidaki paketleri kurun.

apt-get install gnupg apt-transport-https

2. GPG anahtarini yukleyin.

curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-keyring --keyring gnupg-
ring:/usr/share/keyrings/wazuh.gpg --import && chmod 644 /usr/share/keyrings/wazuh.gpg

3. Depoyu ekleyin.

echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg] https://packages.wazuh.com/4.x/apt/ stable main" | tee -a

/etc/apt/sources.list.d/wazuh.list



4. Paket bilgilerini guncelleyin.

apt-get update

Wazuh dizinleyicisini yukleme

1. Wazuh indexer paketini yUkleyin.
Yum:
]

# yum -y install wazuh-indexer

APT:

apt-get -y install wazuh-indexer

Wazuh dizinleyicisini yapilandirma

1. Edit the /etc/wazuh-indexer/opensearch.yml configuration file and replace the following values:

a. network.host: Sets the address of this node for both HTTP and transport traffic. The node will
bind to this address and use it as its publish address. Accepts an IP address or a hostname.

Use the same node address set in config.yml to create the SSL certificates.

b. node.name: Name of the Wazuh indexer node as defined in the config.yml file. For example, node-

C. cluster.initial_master_nodes: List of the names of the master-eligible nodes. These names are
defined in the config.yml file. Uncomment the node-2 and node-3 lines, change the names, or add
more lines, according to your config.yml definitions.

cluster.initial_master_nodes:
- "node-1"

- "node-2"

- "node-3"



d. discovery.seed_hosts:Ana uygun dtgumlerin adreslerinin listesi. Her bir 6ge bir IP adresi veya bir
ana bilgisayar adi olabilir. Wazuh dizinleyicisini tek bir digim olarak yapilandiriyorsaniz bu ayari
yorumlanmis olarak birakabilirsiniz. Coklu digum yapilandirmalari igin bu ayar yorumlanmamis
olarak birakin ve her ana uygun diagumun IP adreslerini ayarlayin.

discovery.seed_hosts:
-"10.0.0.1"
-"10.0.0.2"

-"10.0.0.3"

e. plugins.security.nodes_dn: List of the Distinguished Names of the certificates of all the Wazuh
indexer cluster nodes. Uncomment the lines for node-2 and node-3 and change the common names

(CN) and values according to your settings and your config.yml definitions.

plugins.security.nodes_dn:
- "CN=node-1, OU=Wazuh, L=California, C=US"
- "CN=node-2, OU=Wazuh, L=California, C=US"

- "CN=node-3, OU=Wazuh, L=California, C=US"

Sertifikalarin dagitimi

Not: wazuh-certificates.tarilk yapilandirma adiminda olusturulan dosyanin bir kopyasinin

calisma dizininize yerlestirildiginden emin olun.

Run the following commands replacing <indexer-node-name> with the name of the Wazuh
indexer node you are configuring as defined in config.yml. For example, node-1. This deploys
the SSL certificates to encrypt communications between the Wazuh central components.

NODE_NAME=<indexer-node-name>

mkdir /etc/wazuh-indexer/certs
# tar -xf ./wazuh-certificates.tar -C /etc/wazuh-indexer/certs/ ./$NODE_NAME.pem ./$NODE_NAME-key.pem ./admir



# mv -n /etc/wazuh-indexer/certs/$NODE_NAME.pem /etc/wazuh-indexer/certs/indexer.pem

# mv -n /etc/wazuh-indexer/certs/$NODE_NAME-key.pem /etc/wazuh-indexer/certs/indexer-key.pem
# chmod 500 /etc/wazuh-indexer/certs

# chmod 400 /etc/wazuh-indexer/certs/*

# chown -R wazuh-indexer:wazuh-indexer /etc/wazuh-indexer/certs

2. Onerilen eylem : Bu digiime baska Wazuh bileseni yiklenmeyecekse, giivenligi artirmak
icin wazuh-certificates.tardosyay!i calistirarak kaldirin.rm -f ./wazuh-certificates.tar

Hizmet baslatiliyor

1. Wazuh dizinleyici hizmetini etkinlestirin ve baslatin.

Systemd:

systemctl daemon-reload
systemctl enable wazuh-indexer

systemctl start wazuh-indexer
SysV Init:
Kullanilan isletim sistemine gore bir secenek secin.

1. RPM tabanli isletim sistemi:

chkconfig --add wazuh-indexer

service wazuh-indexer start

2. Debian tabanli isletim sistemi:

update-rc.d wazuh-indexer defaults 95 10

service wazuh-indexer start

Kurulum sirecinin bu asamasini kimenizdeki her Wazuh dizinleyici dGgumu icin tekrarlayin.
Ardindan bir sonraki asamada tek digumli veya ¢ok diugimli kiimenizi baslatmaya devam edin.

3. Kume baslatma



1. Yeni sertifika bilgilerini yiklemek ve tek digimli veya cok diagimli kiimeyi baslatmak

icin herhangi bir Wazuh dizinleyici digiminde Wazuh dizinleyici indexer-security-init.sh
betigini calistirin.

# /usr/share/wazuh-indexer/bin/indexer-security-init.sh

Not: Kiimeyi yalnizca bir kez baslatmaniz yeterlidir , bu komutu her diigimde
calistirmaniza gerek yoktur.

Kiume Kurulumunu Test Etme

1. <WAZUH_INDEXER_IP_ADDRESS>Kurulumun basarili oldugunu dogrulamak icin asagidaki
komutlarn degistirin ve calistirin.

curl -k -u admin:admin https://<WAZUH_INDEXER_IP_ADRESS>:9200

Output

"name" : "node-1",
"cluster_name" : "wazuh-cluster",

"cluster_uuid" : "095]EW-0RJSFKLz5wmo5PA",
"version" : {

"number" : "7.10.2",
"build_type" : "rpm",
"build_hash" : "db90a415ff2fd428b4f7b3f800a51dc229287cb4",

"build_date" : "2023-06-03T06:24:25.112415503Z",
"build_snapshot" : false,

"lucene_version" : "9.6.0",
"minimum_wire_compatibility_version" : "7.10.0",
"minimum_index_compatibility_version" : "7.0.0"

1

"tagline" : "The OpenSearch Project: https://opensearch.org/"
}

2. <WAZUH_INDEXER IP_ADDRESS>Tek dugimli veya ¢cok digumlid kimenin dogru calisip
calismadigini kontrol etmek icin asagidaki komutu degistirin ve calistirin.

curl -k -u admin:admin https://<WAZUH_INDEXER_IP_ADDRESS>:9200/ cat/nodes?v

Sonraki adimlar



Wazuh dizinleyicisi artik tek dugumli veya cok digimli kiimenize basariyla yuklendi ve Wazuh
sunucusunu yuklemeye devam edebilirsiniz. Bu islemi gerceklestirmek icin Wazuh sunucusunu

adim adim yukleme bélimine bakin.

Wazuh dizinleyicisini kaldirmak istiyorsaniz Wazuh dizinleyicisini kaldirma bolimine bakin .


https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/adim-adim-kurulum-zuU
https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/adim-adim-kurulum-zuU
https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/wazuh-merkezi-bilesenlerinin-kaldirilmasi

Wazuh Indexer

Wazuh Indexer Sistem
Gereksinimleri

Wazuh indexer icin desteklenen ve 6nerilen sistem gereksinimleri ve isletim sistemleri asagida yer
almaktadir. Kurulum sirasinda root kullanici yetkisine ihtiyaciniz olacak. Multi-node veya single-
node olarak kurulum gerceklestirebilirsiniz.

Onerilen isletim sistemleri

Wazuh 64-bit Linux isletim sistemlerine kurulabilir. Asagidaki isletim sistemlerini destekler:

Amazon Linux 2, Amazon Linux 2023 Cent0S 7, 8

Red Hat Enterprise Linux 7, 8, 9 Ubuntu 16.04, 18.04, 20.04, 22.04, 24.04

Donanim Gereksinimleri

Minimum Onerilen
Component RAM (GB) CPU (cores) RAM (GB) CPU (cores)

Wazuh Indexer 4 2 16 8

Veri miktari, saniye basina olusturulan uyarilara (APS) baghdir. Bu tablo, izlenen uc¢ noktalarin
tirine bagh olarak, bir Wazuh indeksleyici sunucusunda 90 gunlik uyarilar depolamak icin araci
basina ihtiyac duyulan tahmini disk alaninin ayrintilarini verir.

Wazuh Indexer depolama
Monitor edilen endpointler APS
P (GB/90 giin)
Sunucular 0.25 3.7
Workstationlar 0.1 1.5
Ag cihazlari 0.5 7.4

Ornegin, 80 workstation, 10 sunucu ve 10 ag cihazinin bulundugu bir ortam icin Wazuh indeksleyici
sunucusunda 90 gunldk uyarilar icin gereken depolama alani 230 GB'dir.






Wazuh Server

Wazuh Server, agentlardan alinan verileri analiz ederek tehditler veya anomalileri tespit ederek
uyarilar olusturur. Ayrica agentlarin konfiglrasyonlarini uzaktan yénetmek ve durumlarini takip
etmek icin kullanilir. Wazuh serverlarini single-node veya multi-node kurabilirsiniz. Multi-node
mimariler yuksek kullabilabilirlik ve gelismis performans saglar. Load balancer ile birlikte
kullanildiginda kapasitesinini daha verimli sekilde kullaniimasi saglanabilir.



Wazuh Server

Wazuh Kurulum Asistani

Asistan araciligila single-node veya multi-node olarak kurulum yapabilirsiniz. Bu bilesen wazuh
manager ve filebeat icerir.

1. Wazuh asistan kurulumunu indirin.

curl -sO https://packages.wazuh.com/4.9/wazuh-install.sh

2. Wazuh asistan kurulum dosyasini --wazuh-server parametresi ve server node adi ile birlikte kurun.
Indexer sunucusunda hazirladiginiz config.yml dosyasinda yer alan isim ile parametre olarak verilen
isim ayni olmaldir.

Indexer'da olusturdugunuz wazuh-install-files.tar dosyasinin bir kopyasinin .sh dosyasini
cahstirdiginiz dizinde oldugundan emin olun.

bash wazuh-install.sh --wazuh-server wazuh-1

Wazuh server kurulumu basariyla tamamlandi. Eger birden fazla server node'u kuracaksaniz bu
islemi diger node'lara da uygulamalisiniz.

Servislerin dogru calistigindan emin olmak icin asagidaki iki komutu kullanabilirsiniz.

systemctl status wazuh-manager

systemctl status filebeat



Wazuh Server

Adim Adim Kurulum

Adim adim talimatlan izleyerek Wazuh sunucusunu tek dugimli veya cok digimld kiime olarak
kurun ve yapilandirin. Wazuh sunucusu, Wazuh yoneticisi ve Filebeat'i iceren merkezi bir bilesendir.
Wazuh yoneticisi, dagitilan Wazuh aracilarindan veri toplar ve analiz eder. Tehditler veya
anormallikler algilandiginda uyarilar tetikler. Filebeat, uyarilar ve arsivlenmis olaylar gltvenli bir
sekilde Wazuh dizinleyicisine iletir.

Kurulum sireci iki asamaya ayriliyor.

1. Wazuh sunucu dagimu kurulumu
2. Coklu dugim dagitimi icin kiime yapilandirmasi

Not: Asagida aciklanan tim komutlari calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

1. Wazuh Sunucu DUgimu Kurulumu

Wazuh Deposunu Ekleme

Not: Wazuh sunucusunu Wazuh indeksleyicisinin bulundugu ana bilgisayara kuruyorsaniz,
Wazuh deposunu daha once eklemis olabileceginiz icin bu adimlari atlayabilirsiniz.

Yum:

1. GPG anahtarini ice aktarin.

rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin.

echo -e '[wazuh]\ngpgcheck=1\ngpgkey=https://packages.wazuh.com/key/GPG-KEY-

WAZUH\nenabled=1\nname=EL-$releasever -



Wazuh\nbaseurl=https://packages.wazuh.com/4.x/yum/\nprotect=1' | tee

/etc/yum.repos.d/wazuh.repo

APT:

1. Eger eksikse asagidaki paketleri kurun.

apt-get install gnupg apt-transport-https

2. GPG anahtarini yukleyin.

curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-keyring --keyring gnupg-
ring:/usr/share/keyrings/wazuh.gpg --import && chmod 644 /usr/share/keyrings/wazuh.gpg

3. Depoyu ekleyin.

echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg] https://packages.wazuh.com/4.x/apt/ stable

main" | tee -a /etc/apt/sources.list.d/wazuh.list

4. Paket bilgilerini giincelleyin.

apt-get update

Wazuh yoneticisinin kurulumu

1. Wazuh yonetici paketini yukleyin.

Yum:

yum -y install wazuh-manager

APT:

apt-get update



Filebeat'i yukleme

Yum:

yum -y install filebeat

APT:

apt-get -y install filebeat

Filebeat'i yapilandirma

1. Onceden yapilandiriimis Filebeat yapilandirma dosyasini indirin.

2. Yapilandirma dosyasini diizenleyin /etc/filebeat/filebeat.ymlve asagidaki degeri degistirin:
a. hosts: Baglanilacak Wazuh dizinleyici dagumlerinin listesi. IP adreslerini veya ana
bilgisayar adlarini kullanabilirsiniz. Varsayilan olarak, ana bilgisayar localhost olarak

ayarlanmistir. Bunu uygun sekilde Wazuh dizinleyici adresinizle d¢ _ _ ‘in.hosts:
["127.0.0.1:9200"]

b. Birden fazla Wazuh dizinleyici digUumuniz varsa, adresleri virgudl kullanarak
ayirabilirsiniz. Ornegin,hosts: ["10.0.0.1:9200", "10.0.0.2:9200", "10.0.0.3:9200"]

# Wazuh - Filebeat configuration file
output.elasticsearch:

hosts: ["10.0.0.1:9200"]

protocol: https

username: ${username}

password: ${password}

3. Kimlik dogrulama bilgilerini glivenli bir sekilde depolamak igin bir Filebeat anahtar deposu
olusturun.

filebeat keystore create

4. Varsayilan kullanici adi ve parolayi admin: admingizli anahtar deposuna ekleyin.

echo admin | filebeat keystore add username --stdin --force

echo admin | filebeat keystore add password --stdin --force

5. Wazuh indeksleyicisi icin uyari sablonunu indirin.



curl -so /etc/filebeat/wazuh-template.json

https://raw.githubusercontent.com/wazuh/wazuh/v4.9.2/extensions/elasticsearch/7.x/wazuh-

template.json

chmod go+r /etc/filebeat/wazuh-template.json

6. Filebeat icin Wazuh modultni yukleyin.

curl -s https://packages.wazuh.com/4.x/filebeat/wazuh-filebeat-0.4.tar.gz | tar -xvz -C

/usr/share/filebeat/module

Sertifikalarin Dagitimi

Not: wazuh-certificates.tarilk yapilandirma adiminda olusturulan dosyanin bir kopyasinin
calisma dizininize yerlestirildiginden emin olun .

1. <SERVER_NODE_NAME>Wazuh sunucu digim sertifika adinizla degistirin , config.yml
sertifikalari olustururken kullanilanla ayni. Ardindan, sertifikalari karsilik gelen

konumlarina tasiyin.

NODE_NAME=<SERVER_NODE_NAME>

mkdir /etc/filebeat/certs
tar -xf ./wazuh-certificates.tar -C /etc/filebeat/certs/ ./$NODE_NAME.pem ./$NODE_NAME-key.pem

./root-ca.pem

mv -n /etc/filebeat/certs/$NODE_NAME.pem /etc/filebeat/certs/filebeat.pem

mv -n /etc/filebeat/certs/$NODE_NAME-key.pem /etc/filebeat/certs/filebeat-key.pem
chmod 500 /etc/filebeat/certs

chmod 400 /etc/filebeat/certs/*

chown -R root:root /etc/filebeat/certs

Wazuh Indexer Baglantisini Yapilandirma

Not: Eger glvenlik acigi tespit 6zelligini kullanmayacaksaniz bu adimi atlayabilirsiniz.




Not: Varsayilan adim adim kurulum kimlik bilgileri sunlardir

admin:admin

1. Wazuh dizinleyici kullanici adini ve parolasini wazuh-keystore aracini kullanarak Wazuh
yoneticisi anahtar deposuna kaydedin:

echo '<INDEXER_USERNAME>" | /var/ossec/bin/wazuh-keystore -f indexer -k username
echo '<INDEXER_PASSWORD>' | /var/ossec/bin/wazuh-keystore -f indexer -k password

2. |var/ossec/etc/ossec.confDizinleyici baglantisini yapilandirmak icin dizenleyin .
Varsayilan olarak, dizinleyici ayarlari bir ana bilgisayara yapilandiriimistir. Asagida
vurgulandigi gibi ayarlanmistir 0.0.0.0.

<indexer>
<enabled>yes</enabled>
<hosts>
<host>https://0.0.0.0:9200</host>
</hosts>
<ssl|>
<certificate_authorities>
<ca>/etc/filebeat/certs/root-ca.pem</ca>
</certificate_authorities>
<certificate>/etc/filebeat/certs/filebeat.pem</certificate>
<key>/etc/filebeat/certs/filebeat-key.pem</key>
</ssl>
</indexer>

Wazuh dizinleyici digim IP adresiniz veya ana bilgisayar adinizla degistirin 0.0.0.0. Bu
degeri Filebeat yapilandirma dosyasinda bulabilirsiniz /etc/filebeat/filebeat.yml.

Filebeat sertifikasinin ve anahtar adinin /etc/filebeat/certs.

Bir Wazuh dizinleyici kimeniz varsa, <host>dlUgUmlerinizin her biri icin bir giris ekleyin.
Ornegin, iki digumla bir yapilandirmada:
<hosts>
<host>https://10.0.0.1:9200</host>

<host>https://10.0.0.2:9200</host>
</hosts>

Guvenlik acigi tespiti, listedeki ilk dGgume raporlamayi 6nceliklendirir. Kullanilabilir
olmadiginda bir sonraki diugime gecer.

Wazuh yoneticisinin baslatiimasi

1. Wazuh yonetici servisini etkinlestirin ve baslatin.



SysV Baslatma:

H

isletim sisteminize gére bir secenek secin:

1. RPM tabanli isletim sistemi:

chkconfig --add wazuh-manager

service wazuh-manager start
2. Debian tabanl isletim sistemi:

# update-rc.d wazuh-manager defaults 95 10
# service wazuh-manager start

Systemd:

systemctl daemon-reload
systemctl enable wazuh-manager

systemctl start wazuh-manager

2. Wazuh yoneticisinin durumunu dogrulamak icin asagidaki komutu calistirin.

SysV Baslatma:

service wazuh-manager status

Systemd:

systemctl status wazuh-manager

Filebeat hizmetini baslatma

1. Filebeat servisini etkinlestirin ve baslatin.
SysV Baslatma:

Kullanilan isletim sistemine gore bir secenek secin.
a. RPM tabanli isletim sistemi:



chkconfig --add filebeat

service filebeat start

b. Debian tabanli isletim sistemi:

update-rc.d filebeat defaults 95 10

service filebeat start

Systemd:

systemctl daemon-reload
systemctl enable filebeat

systemctl start filebeat

2. Filebeat'in basariyla yuklendigini dogrulamak icin asagidaki komutu calistirin.

filebeat test output
Ornek yaniti gérmek icin ciktiyi genisletin.

Output

elasticsearch: https://127.0.0.1:9200...
parse url... OK
connection...
parse host... OK
dns lookup... OK
addresses: 127.0.0.1
dial up... OK
TLS...
security: server's certificate chain verification is enabled
handshake... OK
TLS version: TLSv1.3
dial up... OK
talk to server... OK
version: 7.10.2

Wazuh sunucu diagimuinutz artik basariyla kuruldu. Kurulum slrecinin bu asamasini Wazuh
kimenizdeki her Wazuh sunucu digimu icin tekrarlayin, ardindan Wazuh kimesini yapilandirmaya
devam edin. Wazuh sunucusu tek dagimli bir kiime istiyorsaniz, her sey ayarlanmistir ve

dogrudan Wazuh panosunu adim adim yUkleme ile devam edebilirsiniz .


https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/adim-adim-kurulum-aWD

2. Coklu dugim dagitimi icin kime
yapilandirmasi

Sonraki adimlar

Wazuh sunucu kurulumu artik tamamlandi ve adim adim Wazuh dashboard ylklemeye

gecebilirsiniz .

Wazuh sunucusunu kaldirmak istiyorsaniz Wazuh sunucusunu kaldirma bdélimune bakin .


https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/adim-adim-kurulum-aWD/edit
https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/wazuh-merkezi-bilesenlerinin-kaldirilmasi

Wazuh Server

Wazuh Server Sistem
Gereksinimleri

Wazuh server icin desteklenen ve odnerilen sistem gereksinimleri ve isletim sistemleri asagida yer
almaktadir. Kurulum sirasinda root kullanici yetkisine ihtiyaciniz olacak. Multi-node veya single-
node olarak kurulum gerceklestirebilirsiniz.

Onerilen isletim sistemleri

Wazuh 64-bit Linux isletim sistemlerine kurulabilir. Asagidaki isletim sistemlerini destekler:

Amazon Linux 2, Amazon Linux 2023 Cent0S 7, 8

Red Hat Enterprise Linux 7, 8, 9 Ubuntu 16.04, 18.04, 20.04, 22.04, 24.04

Donanim Gereksinimleri

Minimum Onerilen

Component RAM (GB) CPU (cores) RAM (GB) CPU (cores)

Wazuh Indexer 2 2 4 8

Veri miktari, saniye basina olusturulan uyarilara (APS) baglidir. Bu tablo, izlenen uc¢ noktalarin
tirine bagl olarak, bir Wazuh server node'unda 90 gunlik uyarilari depolamak icin araci basina
ihtiyag duyulan tahmini disk alaninin ayrintilarini verir.

Wazuh Indexer depolama

Monitor edilen endpointler APS N
(GB/90 gun)

Sunucular 0.25 0.1

Workstationlar 0.1 0.04

Ag cihazlari 0.5 0.2




Ornegin, 80 workstation, 10 sunucu ve 10 ag cihazinin bulundugu bir ortam icin Wazuh indeksleyici
sunucusunda 90 gunluk uyarilar icin gereken depolama alani 6 GB'dir.

Bir Wazuh Server'in daha fazla kaynak gerektirip gerektirmedigini belirlemek icin su dosyalari
izleyin.

e /var/ossec/var/run/wazuh-analysisd.state : events dropped degiskeni, olaylarin kaynak eksikligi
nedeniyle birakilp birakilmadigini gosterir.

e /var/ossec/var/run/wazuh-remoted.state  : discarded count degiskeni, agentlardan gelen
mesajlarin atilip atilmadigini gosterir.

Ortam dlzgun calisiyorsa bu iki degiskenin sifir olmasi gerekir. Aksi takdirde kiimeye ek dagumler
eklenebilir.



Wazuh Dashboard

Wazuh dashboard, glvenlik verilerinin madenciligi, analizi ve gorsellestirilmesi icin zengin bir web
arayUzudur. Guvenlik olaylarini, tespit edilen glvenlik ac¢iklarini, dosya butlinligunu izleme
verilerini, yapilandirma degerlendirme sonuclarini, bulut altyapisi izleme olaylarini ve mevzuata
uygunluk standartlarini goérsellestirebilir.



Wazuh Dashboard

Wazuh Kurulum Asistani

Asistan araciligila Wazuh dashboard kurulumunu gerceklestirin ve yapilandirin. Wazuh dashboard,
guvenlik olaylarini incelemek ve gdrsellestirmek icin esnek ve zenginlestiriimis bir web arayuzu
sunar.

1. Wazuh asistan kurulumunu indirin.

curl -sO https://packages.wazuh.com/4.9/wazuh-install.sh

2. Wazuh asistan kurulum dosyasini --wazuh-dashboard parametresi ve node adi ile birlikte kurun.
Indexer sunucusunda hazirladiginiz config.yml dosyasinda yer alan isim ile parametre olarak verilen
isim ayni olmahidir.

Indexer'da olusturdugunuz wazuh-install-files.tar dosyasinin bir kopyasinin .sh dosyasini
calistirdiginiz dizinde oldugundan emin olun.

bash wazuh-install.sh --wazuh-dashboard dashboard

Varsayllan Wazuh web araylzi baglantisi 443 portudur. Bu portu istege bagli olarak -p veya --port
parametresini kullanarak degistirebilirsiniz. Onerilen baglanti noktalarindan bazilari: 8443, 8444,
8080, 8888 ve 9000'dir.

Wazuh kurulumu tamamlandiginda ciktida erisim kimlik bilgileri ve kurulumun basarili oldugunu
onaylayan bir mesaj gosterilir.

INFO: --- Summary ---
INFO: You can access the web interface https://<wazuh-dashboard-ip>
User: admin

Password: <ADMIN_PASSWORD>

INFO: Installation finished.
Kurulum sirecleri tamamlandi. Bundan sonraki asamada ihtiyaciniz olan parolalari wazuh kurulum

asistaninin olusturdugu wazuh-install-files.tar arsivinin icinde yer alan wazuh-passwords.txt dosyasinda
bulabilirsiniz. Asadidaki komutla bu dosyayi okuyabilirsiniz.

tar -O -xvf wazuh-install-files.tar wazuh-install-files/wazuh-passwords.txt



Wazuh web araylzine asagidaki formatta erisin:

e URL: https://<wazuh-dashboard-ip>
e Username: admin
e Password: <ADMIN_PASSWORD>

Wazuh kontrol paneline ilk kez eristiginizde tarayici, sertifikanin gavenilir bir yetkili tarafindan
verilmedigini belirten bir uyari mesaji goridntiler. Web tarayicisinin gelismis seceneklerine bir
istisna eklenebilir. Daha fazla guvenlik icin, dnceden olusturulan root-ca.pem dosyasi bunun yerine
tarayicinin sertifika yoneticisine aktarilabilir. Alternatif olarak guvenilir bir yetkiliden alinan bir
sertifika da yapilandirilabilir.



Wazuh Dashboard

Adim Adim Kurulum

Adim adim talimatlari izleyerek Wazuh panosunu kurun ve yapilandirin. Wazuh panosu, Wazuh
sunucu uyarilarini ve arsivlenmis olaylari cikarmak ve goérsellestirmek icin bir web araytztdur.

Not: Asagida aciklanan tim komutlar calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

Wazuh Gosterge Paneli Kurulumu

Paket Bagimliliklarini Yukleme

1. Eger eksikse asagidaki paketleri kurun.
Yum:

yum install libcap

APT:

apt-get install debhelper tar curl libcap2-bin #debhelper version 9 or later

Wazuh Deposunu Ekleme

Not: Wazuh panosunu Wazuh indeksleyicisi veya Wazuh sunucusuyla ayni ana bilgisayara
yuklliyorsaniz, Wazuh deposunu zaten eklemis olabileceginiz icin bu adimlar atlayabilirsiniz.

Yum:

1. GPG anahtarini ice aktarin.



rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin.

echo -e '[wazuh]\ngpgcheck=1\ngpgkey=https://packages.wazuh.com/key/GPG-KEY-
WAZUH\nenabled=1\nname=EL-$releasever -
Wazuh\nbaseurl=https://packages.wazuh.com/4.x/yum/\nprotect=1" | tee

/etc/yum.repos.d/wazuh.repo

APT:

1. Eger eksikse asagidaki paketleri kurun.

apt-get install gnupg apt-transport-https

2. GPG anahtarini yukleyin.

curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-keyring --keyring gnupg-
ring:/usr/share/keyrings/wazuh.gpg --import && chmod 644 /usr/share/keyrings/wazuh.gpg

3. Depoyu ekleyin.

echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg] https://packages.wazuh.com/4.x/apt/ stable

main" | tee -a /etc/apt/sources.list.d/wazuh.list

4. Paket bilgilerini giincelleyin.

apt-get update

Wazuh Panosunun Kurulumu

1. Wazuh goésterge paneli paketini yukleyin.



Yum:

yum -y install wazuh-dashboard

APT:

apt-get -y install wazuh-dashboard

Wazuh Panosunu Yapilandirma

1.

Dosyayi duzenleyin /etc/wazuh-dashboard/opensearch_dashboards.ymlve asagidaki degerleri
degistirin:

a. server.host: Bu ayar, Wazuh goésterge paneli sunucusunun ana bilgisayarini belirtir. Uzak
kullanicilarin baglanmasina izin vermek icin, degeri Wazuh g6sterge paneli sunucusunun IP
adresine veya DNS adina ayarlayin. Deger, 0.0.0.0ana bilgisayarin tim kullanilabilir IP
adreslerini kabul edecektir.

b. opensearch.hosts: TUm sorgulariniz icin kullanilacak Wazuh dizinleyici érneklerinin URL'leri.
Wazuh panosu, ayni kimedeki birden fazla Wazuh dizinleyici digimune baglanacak sekilde

yapilandirilabilir. Digumlerin adresleri virgille ayrilabilir. Ornegin, ["https://10.0.0.2:9200",
"https://10.0.0.3:9200","https://10.0.0.4:9200"]

server.host: 0.0.0.0

server.port: 443

opensearch.hosts: https://localhost:9200
opensearch.ssl.verificationMode: certificate

Sertifikalarin Dagitimi

1.

Not: wazuh-certificates.tarilk yapilandirma adiminda olusturulan dosyanin bir kopyasinin
calisma dizininize yerlestirildiginden emin olun .

<DASHBOARD_NODE_NAME=>Sertifikalari olusturmak icin kullandiginiz ayni adla Wazuh
kontrol paneli diUgumuuntzin adini degistirin config.ymlve sertifikalari ilgili konumlarina
tasiyin.

NODE_NAME=<DASHBOARD_NODE_NAME>



mkdir /etc/wazuh-dashboard/certs

tar -xf ./wazuh-certificates.tar -C /etc/wazuh-dashboard/certs/ ./$NODE_NAME.pem ./$NODE_NAME-
key.pem ./root-ca.pem

mv -n /etc/wazuh-dashboard/certs/$NODE_NAME.pem /etc/wazuh-dashboard/certs/dashboard.pem
mv -n /etc/wazuh-dashboard/certs/$NODE_NAME-key.pem /etc/wazuh-dashboard/certs/dashboard-
key.pem

chmod 500 /etc/wazuh-dashboard/certs

chmod 400 /etc/wazuh-dashboard/certs/*

chown -R wazuh-dashboard:wazuh-dashboard /etc/wazuh-dashboard/certs

Wazuh Panosu Hizmeti Baslatiliyor

1. Wazuh gosterge paneli hizmetini etkinlestirin ve baslatin.

Systemd:

systemctl daemon-reload
systemctl enable wazuh-dashboard

systemctl start wazuh-dashboard
SysV Baslatma:
isletim sisteminize gdre bir secenek secin:

e RPM tabanli isletim sistemi:

chkconfig --add wazuh-dashboard

service wazuh-dashboard start

e Debian tabanli isletim sistemi:

update-rc.d wazuh-dashboard defaults 95 10

service wazuh-dashboard start

2. Dosyayi duzenleyin /usr/share/wazuh-dashboard/data/wazuh/config/wazuh.ymive urldegeri Wazuh
sunucusu ana ddgumauanun IP adresi veya ana bilgisayar adiyla degistirin.



hosts:
- default:
url: https://<WAZUH_SERVER_IP_ADDRESS>
port: 55000
username: wazuh-wui
password: wazuh-wui
run_as: false

3. Kimlik bilgilerinizle Wazuh web arayuzune erisin.

o URL: https://<WAZUH_DASHBOARD IP_ADRESI|>
e Kullanici adi : admin
e Sifre : admin

Wazuh panosuna ilk kez eristiginizde, tarayici sertifikanin gtvenilir bir otorite tarafindan
verilmedigini belirten bir uyari mesaji gosterir. Web tarayicisinin gelismis seceneklerine bir istisna
eklenebilir. Daha fazla guvenlik icin, root-ca.pem daha dnce olusturulan dosya tarayicinin sertifika
yoneticisine aktarilabilir. Alternatif olarak, gtvenilir bir otoritenin sertifikasi yapilandirilabilir.

Wazuh Kurulumunuzun Guvenligini Saglama

Artik tim Wazuh merkezi bilesenlerini ylklediniz ve yapilandirdiniz. Altyapinizi olasi saldirilardan
korumak icin varsayilan kimlik bilgilerini degistirmenizi éneririz.

Dagitim tarinizi secin ve hem Wazuh API'si hem de Wazuh dizinleyici kullanicilari igin varsayilan
parolalari degistirmek Uzere talimatlar izleyin.

Hepsi bir arada dagitim:

1. Tam dahili kullanicilarin sifrelerini degistirmek icin Wazuh sifre aracini kullanin.

/usr/share/wazuh-indexer/plugins/opensearch-security/tools/wazuh-passwords-tool.sh --api --change-

all --admin-user wazuh --admin-password wazuh

Output

INFO: The password for user admin is yWOzmNA.?Aoc+rQfDBcF71KZp?1xd710

INFO: The password for user kibanaserver is nUa+66zY.eDF*2rRI5GKdgLxvgYQA+wo

INFO: The password for user kibanaro is 0jHq.4i*VAgcIngFiXvZ5gtQqlD5LCcL

INFO: The password for user logstash is hWW6U45rPoCT?0oR.r.Baw2qaWz2iH8MI

INFO: The password for user readall is PNt5K+FpKDMO2TIxJ60pb2DOmMYI*I7FQ

INFO: The password for user snapshotrestore is +GGz2noZZr2qVUK7xbtqjUup049tvLg.

WARNING: Wazuh indexer passwords changed. Remember to update the password in the Wazuh dashboard ¢
INFO: The password for Wazuh APl user wazuh is JYWz5Zdb3Yq+uOzOPyUU40atOn60VmWI

INFO: The password for Wazuh APl user wazuh-wui is +fLddaCiZePxh24*?jCOnyNmgMGCKE+2



INFO:

Updated wazuh-wui user password in wazuh dashboard. Remember to restart the service.

Dagitilmis Dagitim:

1. Herhangi bir Wazuh dizinleyici digimunde , Wazuh dizinleyici kullanicilarinin parolalarini
degistirmek icin Wazuh parolalari aracini kullanin.

/usr/share/wazuh-indexer/plugins/opensearch-security/tools/wazuh-passwords-tool.sh --change-all

Output

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

Wazuh API admin credentials not provided, Wazuh APl passwords not changed.
The password for user admin is wcAny. XUwOVWHFy.+7tW9I8gUW1L8N3j

The password for user kibanaserver is qy6fBrNOI4fD9yR9.0j03?pihN6Ejfpp

The password for user kibanaro is Nj*sSXSxwntrx307m8ehrgdHkxCc0Odna

The password for user logstash is nQg1QwO0nIQFZXU)c8r8+zHVrkelch33h

The password for user readall is sOiIWAei?RXObSDdibBfzSgXdhZCD9kH4

The password for user snapshotrestore is Mb2EHw8SIc1d.0z.nM?dHiPBGk7s?UZB

WARNING: Wazuh indexer passwords changed. Remember to update the password in the Wazuh dashboard ¢

2. Wazuh sunucunuzun ana digumdnde , Wazuh parolalari aracini indirin ve bunu kullanarak
Wazuh API kullanicilarinin parolalarini degistirin.

curl -sO https://packages.wazuh.com/4.9/wazuh-passwords-tool.sh

bash wazuh-passwords-tool.sh --api --change-all --admin-user wazuh --admin-password wazuh

Output

INFO:
INFO:

The password for Wazuh APl user wazuh is ivLOfmj7.jL6*7Ev?UJoFjrkGy9t6je.
The password for Wazuh API user wazuh-wui is fL+f?sFRPEV5pYRE559rqy9b6G4Z5pVi

3. Tim Wazuh sunucu didgimlerinizde , Filebeat anahtar deposundaki ydnetici parolasini
guncellemek icin asagidaki komutu calistirin . <ADMIN_PASSWORD>Iilk adimda olusturulan
rastgele parola ile degistirin.

echo <ADMIN_PASSWORD> | filebeat keystore add password --stdin --force

4. Degisikligi uygulamak icin Filebeat'i yeniden baslatin.

Systemd:

systemctl restart filebeat



SysV Baslatma:

service filebeat restart

Not
3. ve 4. adimlari her Wazuh sunucu didgidmdinde tekrarlayin .

5. Wazuh kontrol paneli digumunuzde , Wazuh kontrol paneli anahtar deposundaki
kibanaserver parolasini gincellemek icin asagidaki komutu cahstirin .
<KIBANASERVER_PASSWORD>Ilk adimda olusturulan rastgele parola ile degistirin.

echo <KIBANASERVER_PASSWORD> | /usr/share/wazuh-dashboard/bin/opensearch-dashboards-

keystore --allow-root add -f --stdin opensearch.password

6. ikinci adimda olusturulan /usr/share/wazuh-dashboard/data/wazuh/config/wazuh.ymlyeni wazuh-wui
sifresi ile yapilandirma dosyasini glincelleyin.

hosts:
- default:
url: https://127.0.0.1
port: 55000
username: wazuh-wui
password: "<wazuh-wui-password>"
run_as: false

7. Degisiklikleri uygulamak icin Wazuh panosunu yeniden baslatin.

Systemd:

systemctl restart wazuh-dashboard

SysV Baslatma:

service wazuh-dashboard restart



Sonraki Adimlar

Wazuh merkezi bilesenlerinin tamami basariyla kuruldu ve sabitlendi.

Wazuh ortami artik hazir ve izlenecek uc noktalara Wazuh aracisini yiklemeye devam edebilirsiniz.

Bu eylemi gerceklestirmek icin Wazuh aracisi bélimune bakin.

Wazuh panosunu kaldirmak istiyorsaniz Wazuh panosunu kaldirma bélimune bakin .


https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/chapter/wazuh-agent
https://acikkaynak.lastguard.com.tr/books/kurulum-rehberi/page/wazuh-merkezi-bilesenlerinin-kaldirilmasi

Wazuh Dashboard

Wazuh Dashboard Sistem
Gereksinimleri

Wazuh dashboard icin desteklenen ve 6nerilen sistem gereksinimleri ve isletim sistemleri asagida
yer almaktadir. Kurulum sirasinda root kullanici yetkisine ihtiyaciniz olacak.

Onerilen isletim sistemleri

Wazuh 64-bit Linux isletim sistemlerine kurulabilir. Asagidaki isletim sistemlerini destekler:

Amazon Linux 2, Amazon Linux 2023 Cent0OS 7, 8

Red Hat Enterprise Linux 7, 8, 9 Ubuntu 16.04, 18.04, 20.04, 22.04, 24.04

Donanim Gereksinimleri

Minimum Onerilen

Component RAM (GB) CPU (cores) RAM (GB) CPU (cores)

Wazuh Indexer 4 2 8 4
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Wazuh Agent

Windows

Araci, izlemek istediginiz u¢ noktada calisir ve Wazuh sunucusuyla iletisim kurarak sifrelenmis ve
kimligi dogrulanmis bir kanal araciligiyla neredeyse gercek zamanli olarak veri gonderir. Windows
XP'den Windows 11 ve Windows Server 2022 dahil olmak Gzere en son mevcut surimlere kadar
Windows sistemlerinizi Wazuh ile izleyin.

‘ Not: Kurulumu gerceklestirmek icin yonetici ayricaliklarina sahip olmaniz gerekmektedir.

1. Kurulum surecini baslatmak icin Windows yuUkleyicisini indirin .
2. izlemek istediginiz kurulum yéntemini secin: komut satiri araytizii (CLI) veya grafiksel
kullanici araytzu (GUI).

H

CLI

Wazuh aracisini u¢ noktaniza dagitmak icin komut kabugu alternatiflerinden birini secin
ve WAZUH_MANAGERdegiskeni Wazuh yoneticisi IP adresini veya ana bilgisayar adini
icerecek sekilde dlzenleyin.

e CMD Kullanimi:

wazuh-agent-4.9.2-1.msi /g WAZUH_MANAGER="10.0.0.2"

e PowerShell Kullanimi:

\wazuh-agent-4.9.2-1.msi /g WAZUH_MANAGER="10.0.0.2"

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Windows icin
Dagitim degiskenleri bolimine bakin.

Kurulum sdreci artik tamamlandi ve Wazuh aracisi basariyla kuruldu ve yapilandirildi.
Wazuh aracisini GUl'den veya calistirarak baslatabilirsiniz:

NET START Wazuh

Basladiktan sonra Wazuh temsilcisi kayit sirecini baslatacak ve yoneticiye kayit
yaptiracaktir.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkli kayit yontemleri hakkinda daha fazla bilgi edinmek igin


https://packages.wazuh.com/4.x/windows/wazuh-agent-4.9.2-1.msi

Wazuh araci kayit bélimutne bakin.

Grafiksel Kullanici Arayuzu

Wazuh aracisini sisteminize yuklemek icin Windows yukleyicisini calistirin ve yukleme
sihirbazindaki adimlari izleyin. Bazi istemleri nasil yanitlayacaginizdan emin degilseniz,
varsayllan yanitlari kullanin. Ytklendikten sonra, araci yapilandirma, gunlik dosyasini acma
ve hizmeti baslatma veya durdurma icin bir GUI kullanir.

Windew scaract yopekicisin

Kurulum islemi artik tamamlandi ve Wazuh aracisi Windows u¢ noktaniza basariyla kuruldu.
Bir sonraki adim, araciy1 Wazuh sunucusuyla iletisim kuracak sekilde kaydetmek ve

yapilandirmaktir. Bu islemi gerceklestirmek icin Wazuh aracisi kayit bélimune bakin.

Varsayilan olarak tim araci dosyalari kurulumdan sonra C:\Program Files (x86)\ossec-agent saklanir.


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit
https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit

Wazuh Agent

MmacOS

Araci, izlemek istediginiz u¢ noktada calisir ve Wazuh sunucusuyla iletisim kurarak sifrelenmis ve
kimligi dogrulanmis bir sekilde neredeyse gercek zamanli olarak veri génderir.

Not: Asagida aciklanan tim komutlar calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

1. Kurulum surecini baslatmak icin mimarinize uygun Wazuh aracisini indirin:
e Intel : wazuh-agent-4.9.2-1.intel64.pkg . macOS Sierra ve sonrasi icin uygundur.

e Apple silikonu : wazuh-agent-4.9.2-1.arm64.pkg . macOS Big Sur ve sonraki

surtmler icin uygundur.
e izlemek istediginiz kurulum yéntemini secin: Komut satiri arayzi (CLI) veya
grafiksel kullanici araylzu (GUI).

oo

CLI

Wazuh aracisini u¢ noktaniza dagitmak i¢cin mimarinizi segin, WAZUH_MANAGER
degiskeni Wazuh ydéneticinizin IP adresini veya ana bilgisayar adini icerecek sekilde
dizenleyin ve asagidaki komutu calistirin.

1. Wazuh aracisini u¢ noktaniza dagitmak icin mimarinizi secin,
WAZUH_MANAGERdegiskeni Wazuh yoneticinizin IP adresini veya ana
bilgisayar adini icerecek sekilde dizenleyin ve asagidaki komutu calistirin.

Intel

# echo "WAZUH_MANAGER='10.0.0.2"" > /tmp/wazuh_envs && installer -pkg wazuh-
agent-4.9.2-1.intel64.pkg -target /

Apple Silikonu

echo "WAZUH_MANAGER='10.0.0.2"" > /tmp/wazuh_envs && installer -pkg wazuh-
agent-4.9.2-1.arm64.pkg -target /


https://packages.wazuh.com/4.x/macos/wazuh-agent-4.9.2-1.intel64.pkg
https://packages.wazuh.com/4.x/macos/wazuh-agent-4.9.2-1.arm64.pkg

2. Kurulum sirecini tamamlamak icin Wazuh aracisini baslatin.

# /Library/Ossec/bin/wazuh-control start

Kurulum islemi artik tamamlandi ve Wazuh aracisi macOS u¢ noktanizda basariyla
dagitildi ve calisiyor.

Grafiksel Kullanici Arayuzu

1. Wazuh aracisini sisteminize yUklemek icin indirilen dosyayi calistirin ve
ylkleme sihirbazindaki adimlari izleyin. Bazi istemleri nasil yanitlayacaginizdan
emin degilseniz, varsayilan yanitlari kullanin.

magOStasad yikleyitisdwn
2. Kurulum slrecini tamamlamak icin Wazuh aracisini baslatin.

# sudo /Library/Ossec/bin/wazuh-control start

Kurulum sureci artik tamamlandi ve Wazuh aracisi macOS uc¢ noktaniza basariyla
kuruldu. Bir sonraki adim, aracilyi Wazuh sunucusuyla iletisim kuracak sekilde

kaydetmek ve yapilandirmaktir. Bu islemi gerceklestirmek icin Wazuh aracisi kayit
bolimune bakin.

/Library/Ossec/Varsayilan olarak tim araci dosyalari kurulumdan sonra saklanir .


https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit

Wazuh Agent

LinuXx

Wazuh aracilarini Linux u¢ noktalarina
dagitma

Araci, izlemek istediginiz ana bilgisayarda calisir ve Wazuh sunucusuyla iletisim kurarak sifrelenmis
ve kimligi dogrulanmis bir kanal Gzerinden neredeyse gercek zamanli olarak veri gonderir.

Bir Wazuh aracisinin Linux sistemine dagitimi, araci yukleme, kaydetme ve yapilandirma goérevini
kolaylastiran dagitim degiskenlerini kullanir. Alternatif olarak, Wazuh araci paketini dogrudan

indirmek istiyorsaniz, paketler listesi bolumine bakin.

Not: Asagida aciklanan tim komutlari calistirabilmek icin root kullanici
ayricaliklarina sahip olmaniz gerekir.

Wazuh deposunu ekleyin

Resmi paketleri indirmek icin Wazuh deposunu ekleyin.
YUM:

1. GPG anahtarini ice aktarin:

rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin:

cat > /etc/yum.repos.d/wazuh.repo << EOF

[wazuh]

gpgcheck=1
gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH
enabled=1

name=EL-\$releasever - Wazuh

baseurl=https://packages.wazuh.com/4.x/yum/


https://documentation.wazuh.com/current/installation-guide/packages-list.html

protect=1
EOF

APT:
1. GPG anahtarini yUkleyin:
curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-
keyring --keyring gnupg-ring:/usr/share/keyrings/wazuh.gpg --import && chmod
644 /usr/share/keyrings/wazuh.gpg
2. Depoyu ekleyin:
echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg]
https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list
3. Paket bilgilerini glincelleyin:
apt-get update
Not: Debian 7, 8 ve Ubuntu 14 sistemleri icin GCP anahtarini ice
aktarin ve asagidaki komutlar kullanarak Wazuh deposunu ekleyin
(adim 1 ve 2).
apt-get install gnupg apt-transport-https
curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | apt-key add -
echo "deb https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list
Zypp:

1. GPG anahtarini ice aktarin:

rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin:



cat > /etc/zypp/repos.d/wazuh.repo <<\EOF

[wazuh]

gpgcheck=1
gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH
enabled=1

name=EL-$releasever - Wazuh
baseurl=https://packages.wazuh.com/4.x/yum/

protect=1

EOF

3. Depoyu yenileyin:

zypper refresh

Bir Wazuh aracisi dagitin

1. Wazuh aracisini u¢ noktaniza dagitmak icin paket yoneticinizi secin ve WAZUH_MANAGERdegiskeni
Wazuh ydneticinizin IP adresini veya ana bilgisayar adini icerecek sekilde duzenleyin.

YUM:
WAZUH_MANAGER="10.0.0.2" yum install wazuh-agent

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolimune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit bolumune bakin.

APT:
WAZUH_MANAGER="10.0.0.2" apt-get install wazuh-agent

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolimune bakin.


https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/index.html

Not: Alternatif olarak, bir araciyi kaydetmeden yutklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit béliumine bakin.

ZYpp:
WAZUH_MANAGER="10.0.0.2" zypper install wazuh-agent

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolumune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit bélimine bakin.

2. Wazuh araci hizmetini etkinlestirin ve baslatin.

Systemd:

systemctl daemon-reload
systemctl enable wazuh-agent

systemctl start wazuh-agent
SysV init:
Isletim sisteminize gdre bir secenek secin.
1. RPM tabanli isletim sistemleri:

# chkconfig --add wazuh-agent
# service wazuh-agent start

2. Debian tabanli isletim sistemleri

update-rc.d wazuh-agent defaults 95 10

service wazuh-agent start

No Service Manager:

On some systems, you need to start the agent manually:


https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/deployment-variables/deployment-variables-linux.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/index.html
https://documentation.wazuh.com/current/user-manual/agent/agent-enrollment/index.html

/var/ossec/bin/wazuh-control start

The deployment process is now complete, and the Wazuh agent is successfully running on your
Linux system.

e Recommended action - Disable Wazuh updates
Compatibility between the Wazuh agent and the Wazuh manager is guaranteed when the
Wazuh manager version is later than or equal to that of the Wazuh agent. Therefore, we

recommend disabling the Wazuh repository to prevent accidental upgrades. To do so, use
the following command:

YUM:

sed -i "s/”~enabled=1/enabled=0/" /etc/yum.repos.d/wazuh.repo

APT:

sed -i "s/"~deb/#deb/" /etc/apt/sources.list.d/wazuh.list

apt-get update

Alternatively, you can set the package state to hold. This action stops updates but you can still
upgrade it manually using apt-get install.

echo "wazuh-agent hold" | dpkg --set-selections
ZYpp:

sed -i "s/”~enabled=1/enabled=0/" /etc/zypp/repos.d/wazuh.repo



Wazuh Agent

Solaris

Araci, izlemek istediginiz ana bilgisayarda calisir ve Wazuh yoéneticisiyle iletisim kurarak sifrelenmis
ve kimligi dogrulanmis bir kanal Gzerinden neredeyse gercek zamanli olarak veri gonderir.

Kurulum surecini baslatmak icin mimarinizi secin: i386 veya SPARC.

Not: Asagida aciklanan tim komutlar calistirmak icin root kullanici ayricaliklarina ihtiyaciniz
var.

i386|:|

Solaris Intel sGrGmunuzu secin.

Solaris 10

1. Solaris 10 i386 paketi icin Wazuh aracisini indirin .
2. Wazuh aracisini yukleyin.

pkgadd -d wazuh-agent_v4.9.2-s50110-i386.pkg wazuh-agent

Solaris 11

1. Solaris 11 i386 icin Wazuh aracisini indirin .
2. Wazuh aracisini yukleyin.

pkg install -g wazuh-agent_v4.9.2-s50l11-i386.p5p wazuh-agent

Paketi yUklemek istediginiz Solaris 11 bdlgesinin alt bolgeleri varsa, Wazuh aracisini
yuklemek icin bir depo olusturun:

° pkg set-publisher -g wazuh-agent v4.9.2-s0l11-i386.p5p wazuh && pkg install --accept wazuh-agent
&& pkg unset-publisher wazuh


https://packages.wazuh.com/4.x/solaris/i386/10/wazuh-agent_v4.9.2-sol10-i386.pkg
https://packages.wazuh.com/4.x/solaris/i386/11/wazuh-agent_v4.9.2-sol11-i386.p5p

SPARC

Solaris SPARC stUriminizi segin.

Solaris 10

1. Solaris 10 SPARC paketi icin Wazuh aracisini indirin .
2. Wazuh aracisini yukleyin.

pkgadd -d wazuh-agent_v4.9.2-sol10-sparc.pkg wazuh-agent

Solaris 11

1. Solaris 11 SPARC icin Wazuh aracisini indirin .
2. Wazuh aracisini yukleyin.

pkg install -g wazuh-agent_v4.9.2-sol11-sparc.p5p wazuh-agent

Paketi yUklemek istediginiz Solaris 11 bdlgesinin alt bolgeleri varsa, Wazuh aracisini
yuklemek icin bir depo olusturun:

° pkg set-publisher -g wazuh-agent_v4.9.2-soll1l-sparc.p5p wazuh && pkg install --accept wazuh-agent
&& pkg unset-publisher wazuh

Kurulum sdreci artik tamamlandi ve Wazuh aracisi Solaris u¢ noktaniza basariyla kuruldu. Bir
sonraki adim, aracilyr Wazuh sunucusuyla iletisim kuracak sekilde kaydetmek ve yapilandirmaktir.

Bu islemi gerceklestirmek icin Wazuh aracisi kayit bdliumune bakin.


https://packages.wazuh.com/4.x/solaris/sparc/10/wazuh-agent_v4.9.2-sol10-sparc.pkg
https://packages.wazuh.com/4.x/solaris/sparc/11/wazuh-agent_v4.9.2-sol11-sparc.p5p
https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit

Wazuh Agent

AlX

Araci, izlemek istediginiz u¢ noktada calisir ve Wazuh sunucusuyla iletisim kurarak sifrelenmis ve
kimligi dogrulanmis bir kanal Gzerinden neredeyse gercek zamanli olarak veri gonderir.

Bir Wazuh aracisinin AlIX sistemine dagitimi, araci yikleme, kaydetme ve yapilandirma goérevini
kolaylastiran dagitim degiskenlerini kullanir.

Not: Asagida aciklanan tim komutlari calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

Gerekli Bagimhhklar:

vurus

1. Dagitim surecini baslatmak icin AIX ylkleyicisini indirin .
2. Wazuh aracisini u¢ noktaniza dagitmak icin WAZUH_MANAGERdegiskeni Wazuh yodneticisi IP
adresini veya ana bilgisayar adini icerecek sekilde dlzenleyin.

WAZUH_MANAGER="10.0.0.2" rpm -ivh wazuh-agent-4.9.2-1.aix.ppc.rpm

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin AlX icin dagitim
degiskenleri bolimune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkli kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit béliUmuine bakin.

3. Kurulum slrecini tamamlamak icin Wazuh aracisini baslatin.

/var/ossec/bin/wazuh-control start

Dagitim islemi artik tamamlandi ve Wazuh aracisi AIX u¢ noktanizda basariyla calisiyor.


https://packages.wazuh.com/4.x/aix/wazuh-agent-4.9.2-1.aix.ppc.rpm
https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit

Wazuh Agent

HP-UX

Yuklenen araci, izlemek istediginiz u¢ noktada calisir ve Wazuh sunucusuyla iletisim kurarak
sifrelenmis ve kimligi dogrulanmis bir kanal Gzerinden neredeyse gercek zamanli olarak veri
gonderir.

Not: Asagida aciklanan tim komutlar calistirabilmek icin root kullanici ayricaliklarina sahip
olmaniz gerekir.

1. Kurulum surecini baslatmak icin HP-UX yuUkleyicisini indirin .
2. Kullaniciyr ve grubu olusturun wazuh.

groupadd wazuh

useradd -G wazuh wazuh

3. Paketi icindeki sikistirmayi acin /.

gzip -d wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar.gz
tar -xvf wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar

Kurulum sireci artik tamamlandi ve Wazuh aracisi HP-UX u¢ noktaniza basariyla kuruldu. Bir
sonraki adim, aracilyr Wazuh sunucusuyla iletisim kuracak sekilde kaydetmek ve yapilandirmaktir.
Bu islemi gerceklestirmek icin, Linux/Unix araci kaydi araci yapilandirmasi bélimuUne bakin. Araci

kaydi hakkinda daha fazla bilgi edinmek icin Wazuh araci kaydi sayfasini ziyaret edin .


https://packages.wazuh.com/4.x/hp-ux/wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar.gz
https://acikkaynak.lastguard.com.tr/books/kullanim-kilavuzu/page/wazuh-agent-kayit

Paket Listesi

Bu indirme sayfasi Wazuh kurulumu icin gerekli paketleri icermektedir.

Wazuh indexer

Package type Package
RPM wazuh-indexer-4.9.2-1.x86_64.rpm (sha512)
DEB wazuh-indexer 4.9.2-1 amd64.deb (sha512)

Wazuh server

Wazuh manager

Distribution Version Architecture Package

Amazon Linux 1 and later x86_64 wazuh-manager-4.9.2-

1.x86_64.rpm (sha512)

aarch64 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
CentOS 7 and later x86_64 wazuh-manager-4.9.2-
1.x86_64.rpm (sha512)
aarch64 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
Debian 8 and later x86_64 wazuh-manager 4.9.2-
1 amd64.deb (sha512)
aarch64 wazuh-manager 4.9.2-
1 arm64.deb (sha512)
Fedora 22 and later x86_64

wazuh-manager-4.9.2-

1.x86_64.rpm (sha512)


https://packages.wazuh.com/4.x/yum/wazuh-indexer-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-indexer-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-indexer/wazuh-indexer_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-indexer_4.9.2-1_amd64.deb.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager_4.9.2-1_amd64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512

Distribution Version Architecture Package
aarch64 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
OpenSUSE 42 and later x86 64 wazuh-manager-4.9.2-
1.x86_64.rpm (sha512)
aarch64 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
Oracle Linux 7 and later x86 64 wazuh-manager-4.9.2-
1.x86_64.rpm (sha512)
aarche4 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
Red Hat Enterprise Linux 7 and later x86 64 wazuh-manager-4.9.2-
1.x86_64.rpm (sha512)
aarche4 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
SUSE 12 x86_64 wazuh-manager-4.9.2-
1.x86_64.rpm (sha512)
aarch64 wazuh-manager-4.9.2-
l.aarch64.rpm (sha512)
Ubuntu 13 and later x86 64 wazuh-manager 4.9.2-
1 _amd64.deb (sha512)
aarch64 wazuh-manager 4.9.2-
1 _arm64.deb (sha512)
Raspbian OS Buster and later aarch64 wazuh-manager 4.9.2-
1 arm64.deb (sha512)
Filebeat
Package type Package
RPM filebeat-0ss-7.10.2-x86_64.rpm (sha512)

DEB filebeat-0ss-7.10.2-amd64.deb (sha512)


https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-manager-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager_4.9.2-1_amd64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-manager/wazuh-manager_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-manager_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/yum/filebeat-oss-7.10.2-x86_64.rpm
https://packages.wazuh.com/4.x/checksums/elasticsearch/7.10.2/filebeat-oss-7.10.2-x86_64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/f/filebeat/filebeat-oss-7.10.2-amd64.deb
https://packages.wazuh.com/4.x/checksums/elasticsearch/7.10.2/filebeat-oss-7.10.2-amd64.deb.sha512

Wazuh dashboard

Package type

RPM

DEB

Wazuh agent

Linux
Distribution Version
Amazon Linux 1 and later
CentOS 6 and later
5
Debian 7 and later

Package

wazuh-dashboard-4.9.2-1.x86_64.rpm (sha512)

wazuh-dashboard_4.9.2-1 amd64.deb (sha512)

Architecture

x86_64

aarch64

i386

x86_64

aarch64

armhf

i386

x86_64

i386

x86_64

Package

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
1.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
l.armv7hl.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.x86_64.rpm (sha512)

wazuh-agent_4.9.2-
1_i386.deb (sha512)

wazuh-agent_4.9.2-
1 _amd64.deb (sha512)


https://packages.wazuh.com/4.x/yum/wazuh-dashboard-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-dashboard-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-dashboard/wazuh-dashboard_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-dashboard_4.9.2-1_amd64.deb.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.armv7hl.rpm.sha512
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_i386.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_i386.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_i386.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_amd64.deb.sha512

Distribution

aarch64

armhf

Fedora

OpenSUSE

Oracle Linux

Red Hat Enterprise Linux

Version Architecture

wazuh-agent_4.9.2-
1 arm64.deb (sha512)

wazuh-agent_4.9.2-
1 armhf.deb (sha512)

22 and later i386

x86_64

aarch64

armhf

42 and later i386

x86_64

aarch64

armhf

6 and later i386

x86_64

aarch64

5 i386

x86_64

6 and later i386

Package

wazuh-agent-4.9.2-
1.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
l.armv7hl.rpm (sha512)

wazuh-agent-4.9.2-
1.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
l.armv7hl.rpm (sha512)

wazuh-agent-4.9.2-
1.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
1.i386.rpm (sha512)


https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_armhf.deb.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.armv7hl.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.armv7hl.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512

Distribution

x86_64

aarch64

SUSE

Ubuntu

Raspbian OS

Version

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

i386

x86_64

12

11

12 and later

Buster and later

Architecture

wazuh-agent-4.9.2-

1.el5.i386.rpm (sha512)

wazuh-agent-4.9.2-

1.el5.x86_64.rpm (sha512)

i386

x86_64

aarch64

armhf

i386

x86_64

i386

x86_64

aarch64

armhf

aarch64

armhf

Package

wazuh-agent-4.9.2-
1.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.x86_64.rpm (sha512)

wazuh-agent-4.9.2-
l.aarch64.rpm (sha512)

wazuh-agent-4.9.2-
l.armv7hl.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.i386.rpm (sha512)

wazuh-agent-4.9.2-
1.el5.x86_64.rpm (sha512)

wazuh-agent_4.9.2-

1_i386.deb (sha512)

wazuh-agent_4.9.2-

1 _amd64.deb (sha512)

wazuh-agent_4.9.2-
1 _arm64.deb (sha512)

wazuh-agent_4.9.2-
1 _armhf.deb (sha512)

wazuh-agent_4.9.2-
1 _arm64.deb (sha512)

wazuh-agent_4.9.2-
1 _armhf.deb (sha512)


https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.aarch64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aarch64.rpm.sha512
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/yum/wazuh-agent-4.9.2-1.armv7hl.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.armv7hl.rpm.sha512
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/yum5/i386/wazuh-agent-4.9.2-1.el5.i386.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.i386.rpm.sha512
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/yum5/x86_64/wazuh-agent-4.9.2-1.el5.x86_64.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.el5.x86_64.rpm.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_i386.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_i386.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_i386.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_amd64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_amd64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_armhf.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_arm64.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_arm64.deb.sha512
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.9.2-1_armhf.deb
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_4.9.2-1_armhf.deb.sha512

Windows

Version

XP or later

macOS

Architecture

Intel

Apple silicon

Solaris
Version
10
11
AlX
Version
6.1 or greater
HP-UX
Version

11.31

Architecture

32/64bits

Package

wazuh-agent-4.9.2-1.msi (sha512)

Package

wazuh-agent-4.9.2-1.intel64.pkg (sha512)

wazuh-agent-4.9.2-1.arm64.pkg (sha512)

Architecture

i386

SPARC

i386

SPARC

Architecture

PowerPC

Architecture

ltanium

Package

wazuh-agent_v4.9.2-s50l10-i386.pkg (
sha512)

wazuh-agent_v4.9.2-sol10-sparc.pkg (
sha512)

wazuh-agent_v4.9.2-s0l11-i386.p5p (
sha512)

wazuh-agent_v4.9.2-soll1-sparc.p5p (
sha512)

Package

wazuh-agent-4.9.2-1.aix.ppc.rpm (
sha512)

Package

wazuh-agent-4.9.2-1-hpux-11v3-
ia64.tar.gz (sha512)


https://packages.wazuh.com/4.x/windows/wazuh-agent-4.9.2-1.msi
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.msi.sha512
https://packages.wazuh.com/4.x/macos/wazuh-agent-4.9.2-1.intel64.pkg
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.intel64.pkg.sha512
https://packages.wazuh.com/4.x/macos/wazuh-agent-4.9.2-1.arm64.pkg
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.arm64.pkg.sha512
https://packages.wazuh.com/4.x/solaris/i386/10/wazuh-agent_v4.9.2-sol10-i386.pkg
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_v4.9.2-sol10-i386.pkg.sha512
https://packages.wazuh.com/4.x/solaris/sparc/10/wazuh-agent_v4.9.2-sol10-sparc.pkg
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_v4.9.2-sol10-sparc.pkg.sha512
https://packages.wazuh.com/4.x/solaris/i386/11/wazuh-agent_v4.9.2-sol11-i386.p5p
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_v4.9.2-sol11-i386.p5p.sha512
https://packages.wazuh.com/4.x/solaris/sparc/11/wazuh-agent_v4.9.2-sol11-sparc.p5p
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent_v4.9.2-sol11-sparc.p5p.sha512
https://packages.wazuh.com/4.x/aix/wazuh-agent-4.9.2-1.aix.ppc.rpm
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1.aix.ppc.rpm.sha512
https://packages.wazuh.com/4.x/hp-ux/wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar.gz
https://packages.wazuh.com/4.x/hp-ux/wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar.gz
https://packages.wazuh.com/4.x/checksums/wazuh/4.9.2/wazuh-agent-4.9.2-1-hpux-11v3-ia64.tar.gz.sha512
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Wazuh'u Kaldirma

Wazuh Merkezi
Bilesenlerinin Kaldirilmasi

Wazuh merkezi bilesenlerinin kaldirilmasi

Wazuh kurulum yardimcisini kullanarak tim Wazuh merkezi bilesenlerini kaldirabilirsiniz .

Asistani asagidaki gibi -uveya secenegiyle calistirin :--uninstall

sudo bash wazuh-install.sh --uninstall

Bu islem Wazuh indeksleyicisini, Wazuh sunucusunu ve Wazuh panosunu kaldiracaktir.

Belirli bir merkezi bileseni kaldirmak istiyorsaniz asagidaki talimatlari izleyin.

Not: Asagida aciklanan tUm komutlari calistirmak icin root kullanici
ayricaliklarina ihtiyaciniz var.

Wazuh panosunu kaldirin

1. Wazuh goésterge paneli kurulumunu kaldirin.
YUM:

yum remove wazuh-dashboard -y
rm -rf /var/lib/wazuh-dashboard/
rm -rf /usr/share/wazuh-dashboard/

rm -rf /etc/wazuh-dashboard/

APT:


https://packages.wazuh.com/4.9/wazuh-install.sh

apt-get remove --purge wazuh-dashboard -y

Wazuh sunucusunu kaldirin

1. Wazuh ydneticisi kurulumunu kaldirin.
YUM:

yum remove wazuh-manager -y

rm -rf /var/ossec/

APT:

apt-get remove --purge wazuh-manager -y

2. Wazuh yoénetici hizmetini devre disi birakin.
Sistemd:

systemctl disable wazuh-manager

systemctl daemon-reload

SyssV init:
1. Choose one option according to your operating system.

1. RPM-based operating systems:

chkconfig wazuh-manager off

chkconfig --del wazuh-manager

2. Debian-based operating systems:

update-rc.d -f wazuh-manager remove

3. Filebeat kurulumunu kaldirin.



YUM:

yum remove filebeat -y
rm -rf /var/lib/filebeat/
rm -rf /usr/share/filebeat/

rm -rf /etc/filebeat/

APT:

apt-get remove --purge filebeat -y

Wazuh dizinleyicisini kaldirin

1. Wazuh indeksleyici kurulumunu kaldirin.
YUM:

yum remove wazuh-indexer -y
rm -rf /var/lib/wazuh-indexer/
rm -rf /usr/share/wazuh-indexer/

rm -rf /etc/wazuh-indexer/

APT:

apt-get remove --purge wazuh-indexer -y
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Wazuh Agent Kaldirma

Wazuh aracisini kaldirma

Bu bélumde, asagidaki farkli isletim sistemlerine yiklenen Wazuh aracilarinin nasil kaldirilacagi
aciklanmaktadir:

Linux

Windows

macOS

Solaris

o AIX
e HPUX

Bir Linux Wazuh aracisini kaldirma

Bir Linux aracisini kaldirmak icin asagidaki komutlari calistirin.
1. Wazuh araci kurulumunu kaldirin.

YUM:

yum remove wazuh-agent

Bazi dosyalar yapilandirma dosyalari olarak isaretlenmistir. Bu tanimlamadan
dolayi, paket yoneticisi bu dosyalari dosya sisteminden kaldirmaz. /var/ossec/TUm
dosyalari tamamen kaldirmak istiyorsaniz klasoru silin.

APT:


https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-linux-agent
https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-windows-agent
https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-macos-agent
https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-solaris-agent
https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-aix-agent
https://documentation.wazuh.com/current/installation-guide/uninstalling-wazuh/agent.html#uninstalling-hpux-agent

apt-get remove wazuh-agent

Bazi dosyalar yapilandirma dosyalari olarak isaretlenmistir. Bu tanimlama
nedeniyle, paket yoneticisi bu dosyalari dosya sisteminden kaldirmaz. Tum
dosyalari tamamen kaldirmak istiyorsaniz asagidaki komutu calistirin

# apt-get remove --purge wazuh-agent

Zypp:

zypper remove wazuh-agent

Bazi dosyalar yapilandirma dosyalari olarak isaretlenmistir. Bu tanimlamadan
dolayi, paket yoneticisi bu dosyalari dosya sisteminden kaldirmaz. /var/ossec/TUm
dosyalari tamamen kaldirmak istiyorsaniz klasoéru silin.

2. Wazuh araci hizmetini devre disi birakin.

Systemd:

systemctl disable wazuh-agent

systemctl daemon-reload
SysV init:
isletim sisteminize gére bir secenek secin.

1. RPM tabanli isletim sistemleri:

chkconfig wazuh-agent off

chkconfig --del wazuh-agent

2. Debian tabanli isletim sistemleri:




update-rc.d -f wazuh-agent remove

No Service Manager:

Herhangi bir islem yapmaniza gerek yok

Wazuh aracisi artik Linux u¢ noktanizdan tamamen kaldirildi

Windows Wazuh aracisini kaldirma

Araci kaldirmak icin, gdzetimsiz islemi gerceklestirmek Uzere orijinal Windows yUkleyici dosyasi
gereklidir:

msiexec.exe /x wazuh-agent-4.9.2-1.msi /gn

Wazuh aracisi artik Windows uc¢ noktanizdan tamamen kaldirildi.

macOS Wazuh aracisini kaldirma

Wazuh aracisini macOS u¢ noktanizdan kaldirmak icin su adimlari izleyin
1. Wazuh acente hizmetini durdurun.
# /Library/Ossec/bin/wazuh-control stop

2. Klasoru kaldirin /Library/Ossec/

/bin/rm -r /Library/Ossec

3. Kaldir launchdaemonsve Startupltems

/bin/rm -f /Library/LaunchDaemons/com.wazuh.agent.plist

/bin/rm -rf /Library/Startupltems/WAZUH

4, Wazuh kullanicisint ve grubunu kaldirin



Jusr/bin/dscl . -delete "/Users/wazuh"

/usr/bin/dscl . -delete "/Groups/wazuh"

5. Suradan kaldir pkgutil:
/usr/sbin/pkgutil --forget com.wazuh.pkg.wazuh-agent

Wazuh aracisi artik macOS uc¢ noktanizdan tamamen kaldirildi.

Solaris Wazuh aracisini kaldirma

Kaldirmak istediginiz Solaris strimuUnu secin.

Solaris 10:

Solaris 10'da Wazuh aracisini kaldirmak icin asagidaki komutu calistirin.

# pkgrm wazuh-agent
Solaris 11:

Solaris 11'de Wazuh aracisini kaldirmak icin asagidaki komutu calistirin

/var/ossec/bin/wazuh-control stop

pkg uninstall wazuh-agent

Not: wazuhSolaris 11.4 veya sonraki surumlerde Wazuh aracisini kaldirirsaniz,
Solaris 11 paket yoneticisi grubu sistemden kaldirmaz . Manuel olarak kaldirmak
icin komutu calistirin.groupdel wazuh

Wazuh aracisi artik Solaris u¢ noktanizdan tamamen kaldirildi.

Bir AIX Wazuh aracisini kaldirma

Wazuh aracisini AlX ug noktasindan kaldirmak icin asagidaki adimlari izleyin.

rpm -e wazuh-agent



Bazi dosyalar paket yoneticisi tarafindan dosya sisteminden kaldirilmaz. /var/ossec/TUm dosyalari
tamamen kaldirmak istiyorsaniz klasoru silin.

Wazuh aracisi artik AIX sisteminizden tamamen kaldirildi

HP-UX Wazuh aracisini kaldirma

Wazuh aracisini HP-UX uc¢ noktasindan kaldirmak icin asagidaki adimlari izleyin.

1. Wazuh acente hizmetini durdurun.

/var/ossec/bin/wazuh-control stop
2. wazuhKullanici ve grubu sil

groupdel wazuh

userdel wazuh

3. Wazuh dosyalarini kaldirin.
rm -rf /var/ossec

Wazuh aracisi artik HP-UX u¢ noktanizdan tamamen kaldirildi.



