LinuXx

Wazuh aracilarini Linux u¢ noktalarina
dagitma

Araci, izlemek istediginiz ana bilgisayarda calisir ve Wazuh sunucusuyla iletisim kurarak sifrelenmis
ve kimligi dogrulanmis bir kanal GUzerinden neredeyse gercek zamanli olarak veri gonderir.

Bir Wazuh aracisinin Linux sistemine dagitimi, araci yikleme, kaydetme ve yapilandirma goérevini
kolaylastiran dagitim degiskenlerini kullanir. Alternatif olarak, Wazuh araci paketini dogrudan

indirmek istiyorsaniz, paketler listesi bélimune bakin.

Not: Asagida aciklanan tim komutlari calistirabilmek icin root kullanici
ayricaliklarina sahip olmaniz gerekir.

Wazuh deposunu ekleyin

Resmi paketleri indirmek icin Wazuh deposunu ekleyin.
YUM:

1. GPG anahtarini ice aktarin:

rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH

2. Depoyu ekleyin:

cat > /etc/yum.repos.d/wazuh.repo << EOF

[wazuh]

gpgcheck=1
gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH
enabled=1

name=EL-\$releasever - Wazuh


https://documentation.wazuh.com/current/installation-guide/packages-list.html

baseurl=https://packages.wazuh.com/4.x/yum/
protect=1
EOF

APT:
1. GPG anahtarini yukleyin:
curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-
keyring --keyring gnupg-ring:/usr/share/keyrings/wazuh.gpg --import && chmod
644 /usr/share/keyrings/wazuh.gpg
2. Depoyu ekleyin:
echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg]
https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list
3. Paket bilgilerini gtincelleyin:
apt-get update
Not: Debian 7, 8 ve Ubuntu 14 sistemleri icin GCP anahtarini ice
aktarin ve asagidaki komutlari kullanarak Wazuh deposunu ekleyin
(adim 1 ve 2).
apt-get install gnupg apt-transport-https
curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | apt-key add -
echo "deb https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list
Zypp:

1. GPG anahtarini ice aktarin:

rpom --import https://packages.wazuh.com/key/GPG-KEY-WAZUH



2. Depoyu ekleyin:

cat > /etc/zypp/repos.d/wazuh.repo <<\EOF

[wazuh]

gpgcheck=1
gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH
enabled=1

name=EL-$releasever - Wazuh
baseurl=https://packages.wazuh.com/4.x/yum/

protect=1

EOF

3. Depoyu yenileyin:

zypper refresh

Bir Wazuh aracisi dagitin

1. Wazuh aracisini u¢ noktaniza dagitmak icin paket yoneticinizi secin ve WAZUH_MANAGERdegiskeni
Wazuh ydneticinizin IP adresini veya ana bilgisayar adini icerecek sekilde duzenleyin.

YUM:
WAZUH_MANAGER="10.0.0.2" yum install wazuh-agent

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolumune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit bélimine bakin.

APT:

WAZUH_MANAGER="10.0.0.2" apt-get install wazuh-agent
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Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolumune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yutklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit bélimine bakin.

ZYpp:
WAZUH_MANAGER="10.0.0.2" zypper install wazuh-agent

Araci adi, araci grubu ve kayit parolasi gibi ek dagitim secenekleri icin Linux icin Dagitim

degiskenleri bolumune bakin.

Not: Alternatif olarak, bir araciyi kaydetmeden yuklemek istiyorsaniz, dagitim
degiskenlerini atlayin. Farkl kayit yontemleri hakkinda daha fazla bilgi edinmek

icin Wazuh araci kayit bélimine bakin.

2. Wazuh araci hizmetini etkinlestirin ve baslatin.

Systemd:

systemctl daemon-reload
systemctl enable wazuh-agent

systemctl start wazuh-agent
SysV init:
Isletim sisteminize gore bir secenek secin.
1. RPM tabanli isletim sistemleri:

# chkconfig --add wazuh-agent
# service wazuh-agent start

2. Debian tabanl isletim sistemleri

update-rc.d wazuh-agent defaults 95 10

service wazuh-agent start
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No Service Manager:

On some systems, you need to start the agent manually:

/var/ossec/bin/wazuh-control start

The deployment process is now complete, and the Wazuh agent is successfully running on your
Linux system.

e Recommended action - Disable Wazuh updates
Compatibility between the Wazuh agent and the Wazuh manager is guaranteed when the
Wazuh manager version is later than or equal to that of the Wazuh agent. Therefore, we

recommend disabling the Wazuh repository to prevent accidental upgrades. To do so, use
the following command:

YUM:
sed -i "s/”~enabled=1/enabled=0/" /etc/yum.repos.d/wazuh.repo

APT:

sed -i "s/"~deb/#deb/" /etc/apt/sources.list.d/wazuh.list

apt-get update

Alternatively, you can set the package state to hold. This action stops updates but you can still
upgrade it manually using apt-get install.

echo "wazuh-agent hold" | dpkg --set-selections
ZYpp:

sed -i "s/”~enabled=1/enabled=0/" /etc/zypp/repos.d/wazuh.repo
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