Akka Yapilandirmasi

Akka, Java ve Scala icin yuksek dizeyde eszamanli, dagitilmis ve esnek mesaj odakli uygulamalar
olusturmaya yoOnelik bir arac setidir

-- https://akka.io/

Akka, TheHive'in bircok digimuini bir araya getirerek ve sorunsuz bir kullanici deneyimi sunarak
calismasini saglamak icin kullanilir.

Temel yapilandirma

lyi bir kime kurulumu, TheHive uygulamalarinin en az 3 digimuini gerektirir. Her digum icin Akka
su sekilde yapilandiriimalidir:

akka {
cluster.enable = on
actor {
provider = cluster
}
remote.artery {
canonical {
hostname = "<HOSTNAME OR IP_ADDRESS>"
port = 2551
}
}
# seed node list contains at least one active node
cluster.seed-nodes = [ "akka://application@HOSTNAME1:2551", "akka://application@HOSTNAME2:2551",
"akka://application@HOSTNAME3:2551" ]
}

ile:

remote.artery.hostname digimun ana bilgisayar adini veya IP adresini icerir,
akka dugumlerinin listesini iceren ve tim digumlerde ayni olan cluster.seed-nodes

Bir Kimenin 3 DGgUumla Yapilandirmasi:
Dagim 1:


https://akka.io/

akka {
cluster.enable = on
actor {
provider = cluster
}
remote.artery {
canonical {
hostname = "10.1.2.1"
port = 2551
}
}
# seed node list contains at least one active node
cluster.seed-nodes = [ "akka://application@10.1.2.1:2551", "akka://application@10.1.2.2:2551",
"akka://application@10.1.2.3:2551" ]
}

DUgim 2:

akka {

cluster.enable = on

actor {

provider = cluster

}

remote.artery {

canonical {
hostname = "10.1.2.2"
port = 2551

}

}

# seed node list contains at least one active node

cluster.seed-nodes = [ "akka://application@10.1.2.1:2551", "akka://application@10.1.2.2:2551",
"akka://application@10.1.2.3:2551" ]
}

DUgim3:

akka {
cluster.enable = on
actor {

provider = cluster



}
remote.artery {
canonical {
hostname = "10.1.2.3"
port = 2551
}
}
# seed node list contains at least one active node
cluster.seed-nodes = [ "akka://application@10.1.2.1:2551", "akka://application@10.1.2.2:2551",
"akka://application@10.1.2.3:2551" ]

}
SSL/TLS destegi

Akka, dugumler arasindaki iletisimi sifrelemek icin SSL/TLS'yi destekler. SSL destegi ile tipik bir
yapilandirma :

akka {
cluster.enable = on
actor {
provider = cluster
}
remote.artery {
transport = tls-tcp
canonical {
hostname = "<HOSTNAME OR IP_ADDRESS>"
port = 2551
}

ssl.config-ssl-engine {
key-store = "<PATH TO KEYSTORE>"
trust-store = "<PATH TO TRUSTSTORE>"

key-store-password = "chamgeme"
key-password = "chamgeme"

trust-store-password = "chamgeme"

protocol = "TLSv1.2"

}
}

# seed node list contains at least one active node



cluster.seed-nodes = [ "akka://application@HOSTNAME1:2551", "akka://application@HOSTNAME2:2551",
"akka://application@HOSTNAME3:2551" ]
}

Not: akka.remote.artery.transport'un degistigini ve akka.ssl.config-ssl-engine'in yapilandiriimasi
gerektigini unutmayin.

Referans: https://doc.akka.io/docs/akka/current/remoting-artery.html#remote-security

Sertifikalar Hakkinda
Sertifikalar Hakkinda

Kendi dahili PKI'nizi veya sertifikalarinizi olusturmak icin keytool komutlarini kullanabilirsiniz.

Referans: https://lightbend.github.io/ssl-config/CertificateGeneration.html#using-keytool

Sunucu sertifikalarinizin her seyin dlzgin calismasi icin ¢esitli KeyUsage ve ExtendedkeyUsage
uzantilan icermesi gerekir:

e KeyUsage uzantilan
o nonRepudiation
dataEncipherment
digitalSignature
keyEncipherment
e ExtendedkeyUsage uzantilari
o serverAuth
o clientAuth

o

o

o

Node 1 icin SSL ile Akka yapilandirmasi:

akka {
cluster.enable = on
actor {
provider = cluster
}
remote.artery {
transport = tls-tcp
canonical {
hostname = "10.1.2.1"
port = 2551
}

ssl.config-ssl-engine {


https://doc.akka.io/docs/akka/current/remoting-artery.html#remote-security
https://lightbend.github.io/ssl-config/CertificateGeneration.html#using-keytool

key-store = "/etc/thehive/application.conf.d/certs/10.1.2.1.jks"

trust-store = "/etc/thehive/application.conf.d/certs/internal_ca.jks"

key-store-password = "chamgeme"
key-password = "chamgeme"

trust-store-password = "chamgeme"

protocol = "TLSv1.2"
}
}

# seed node list contains at least one active node

cluster.seed-nodes = [ "akka://application@10.1.2.1:2551", "akka://application@10.1.2.2:2551",
"akka://application@10.1.2.3:2551" ]
}

Ayni prensibi diger digumler icin de uygulayin ve tim hizmetleri yeniden baslatin.
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