Veritabani ve Dizin
Yapilandirmasi

TheHive, verileri ve dizini ydnetmek icin Cassandra ve Elasticsearch veritabanlarini kullanir.
Kuruluma gore, 6rnek kullanabilir:

Temel Yapilandirma

TheHive icin tipik bir veritabani yapilandirmasi su sekildedir:

## Database configuration
db {
provider = janusgraph
janusgraph {
## Storage configuration
storage {
backend = cql
hostname = ["IP_ADDRESS"]
cql {
cluster-name = thp
keyspace = thehive
}
}

## Index configuration

index.search {
backend = elasticsearch
hostname = ["127.0.0.1"]
index-name = thehive

}

¥
}

Miumkun parametrelerin listesi

Parametre Tipi Aciklama



Parametre

provider

storage

storage.backend

storage.hostname

storage.directory

storage.username

storage.password

storage.port

storage.cql

Tipi

string

dict

string

list of
string

string

string

string

integer

dict

Aciklama

provider adi. Varsayilan janusgraph

storage configuration

(deepolama yapilandirmasi)

storage type. Can be cql or berkeleyje

(depolama tard.)

list of IP addresses or hostnames when using cql backend

(cql arka ucunu kullanirken IP adreslerinin veya ana bilgisayar
adlarinin listesi)

local path for data when using berkeleyje backend

(BerkeleyJE arka uc kullanildiginda veri icin yerel yol.)

account username with cql backend if Cassandra auth is configured

(Eger Cassandra kimlik dogrulamasi yapilandirilmissa, cql arka ug ile
hesap kullanici adi.)

account password with cql backend if Cassandra auth is configured

(Cassandra kimlik dogrulamasi yapilandirildiysa, cql arka ug igin
hesap sifresi.)

port number with cql backend ( 9042 by default). Change this if
using an alternate port or a dedicated port number when using SSL
with Cassandra

(Cql arka uc ile baglanti noktasi numarasi (varsayilan olarak 9042).

Cassandra ile SSL kullaniyorsaniz alternatif bir baglanti noktasi veya
0zel bir baglanti noktasi numarasi kullanmak icin bunu degistirin.)

configuration for cql backend if used

(Kullanildiginda cql backend icin yapilandirma.)



Parametre

storage.cql.cluster-name

storage.cql.keyspace

storage.cql.ssl.enabled

storage.cql.ssl.truststore.location

storage.cql.ssl.password

storage.cql.ssl.client-authentication-
enabled

storage.cql.ssl.keystore.location

storage.cql.ssl.keystore.keypassword

storage.cql.ssl.truststore.storepassword

index.search

Tipi

string

string

boolean

string

string

boolean

string

string

string

dict

Aciklama

name of the cluster name used in the configuration of Apache
Cassandra

Keyspace name used to store TheHive data in Apache Cassandra

false by default. set it to true if SSL is used with Cassandra

(Apache Cassandra yapilandirmasinda kullanilan kiime adi.)

path the the truststore. Specify it when using SSL with Cassandra

(TheHive verilerini depolamak icin Apache Cassandra'da kullanilan
keyspace adi.)

password to access the truststore

(Guven deposuna erismek icin sifre)

Enables use of a client key to authenticate with Cassandra

(Cassandra ile kimlik dogrulamasi icin bir istemci anahtari
kullanimini etkinlestirir.)

path the the keystore. Specify it when using SSL and client auth.
with Cassandra

(Keystore'un yolu. Cassandra ile SSL ve istemci kimlik dogrulamasi
kullanilirken belirtiniz.)

password to access the key in the keystore

(Anahtara erismek icin sifre)

password the access the keystore

(Keystore'a erisim igin sifre)

configuration for indexes

(Dizinler icin yapilandirma)



Parametre

index.search.backend

index.search.directory

index.search.hostname

index.search.index-name

index.search.elasticsearch.http.auth.type:
basic

index.search.elasticsearch.http.auth.basic
.username

index.search.elasticsearch.http.auth.basic
.password

index.search.elasticsearch.ssl.enabled

index.search.elasticsearch.ssl.truststore.|
ocation

Tipi

string

string

list of
string

string

string

string

string

boolean

string

Aciklama

index engine. Default: lucene provided with TheHive. Can also be
elasticsearch

(Dizin motoru. Varsayilan: TheHive ile saglanan lucene. Ayrica
elasticsearch olabilir.)

path to folder where indexes should be stored, when using lucene
engine

(Lucene motoru kullanildiginda dizinlerin depolanacagi klasérin
yolu.)

list of IP addresses or hostnames when using elasticsearch engine

(Elasticsearch motoru kullanildiginda IP adresleri veya ana bilgisayar
adlarinin listesi.)

name of index, when using elasticseach engine

(Elasticsearch motorunu kullandiginizda dizin adi.)

basic is the only possible value

(basic tek mimkin degerdir.)

Username account on Elasticsearch

(Elasticsearch'teki kullanici adi hesabi)

Password of the account on Elasticsearch

(Elasticsearch Uzerindeki hesabin sifresi)

Enable SSL true/false
(SSL'yi etkinlestir true/false)

Location of the truststore

(Glven deposunun konumu)



Parametre

index.search.elasticsearch.ssl.truststore.p
assword

index.search.elasticsearch.ssl.keystore.lo
cation

index.search.elasticsearch.ssl.keystore.st
orepassword

index.search.elasticsearch.ssl.keystore.ke
ypassword

index.search.elasticsearch.ssl.disable-

hostname-verification

index.search.elasticsearch.ssl.allow-self-
signed-certificates

Tipi

string

string

string

string

boolean

boolean

Aciklama

Password of the truststore

(Guven deposunun sifresi)

Location of the keystore for client authentication

(istemci kimlik dogrulamasi icin keystore'un konumu)

Password of the keystore

(Keystore'un sifresi)

Password of the client certificate

(istemci sertifikasinin sifresi)

Disable SSL verification true/false
(SSL dogrulamasini devre disi birak true/false)

Allow self signe certificates true/false

(Kendinden imzali sertifikalara izin ver true/false)

Not: ilk baslatma veya dizinleri yapilandirdiktan sonraki ilk baslatma, veritabani biyuk miktarda
veri iceriyorsa biraz zaman alabilir. Bu sidre, dizinlerin olusturulmasindan kaynaklanir.

Kullanim durumlan

Veritabani ve dizin motoru, kullanim durumuna ve hedef kuruluma bagh olarak farkl olabilir:

Cassandra & Elasticsearch ile bagimsiz sunucu

1. Install a Cassandra server locally

2. Install Elasticsearch

3. Configure TheHive accordingly

#+# Database Configuration
db {
provider = janusgraph

janusgraph {



#+# Storage configuration
storage {
backend = cql
hostname = ["127.0.0.1"]
## Cassandra authentication (if configured)
username = "thehive_account”
password = "cassandra_password"
cql {
cluster-name = thp
keyspace = thehive
}
}

## Index configuration
index.search {
backend = elasticsearch
hostname = ["127.0.0.1"]
index-name = thehive
}
}

#4# Database Configuration
db {
provider = janusgraph
janusgraph {
#4# Storage configuration
storage {
backend = cql
hostname =["127.0.0.1"]
## Cassandra authentication (if configured)
username = "thehive_account”
password = "cassandra_password"
cql {
cluster-name = thp
keyspace = thehive
}
}

#4# Index configuration
index.search {
backend = elasticsearch

hostname = ["127.0.0.1"]



index-name = thehive

}
}

Cassandra ve Elasticsearch ile Kime:

1. Install a cluster of Cassandra servers
2. Get access to an Elasticsearch server
3. Configure TheHive accordingly

#4# Database Configuration
db {
provider = janusgraph
janusgraph {
#4# Storage configuration
storage {
backend = cql
hostname =["10.1.2.1", "10.1.2.2", "10.1.2.3"]
## Cassandra authentication (if configured)
username = "thehive_account”
password = "cassandra_password"
cql {
cluster-name = thp
keyspace = thehive
}
}
## Index configuration
index {
search {
backend = elasticsearch
hostname =["10.1.2.5"]
index-name = thehive
elasticsearch {
http {
auth {
type = basic
basic {
username = httpuser
password = httppassword

}



}
}
ssl {
enabled = true
truststore {
location = /path/to/your/truststore.jks
password = truststorepwd
}
}
}

Bu yapilandirmada, tim TheHive simgerleri ayni yapilandirmaya sahip olmalidir.
Elasticsearch yapilandirmasi script.allowed _types icin varsayilan degeri kullanmali veya
asagidaki yapilandirma satirini icermelidir.

script.allowed_types: inline,stored
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